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FOREWORD

This IT Governance Pocket Guide is the result of a project that 

involved many experts from all over the world. It started out as a

compact reference to one framework, but it grew into an original

document on IT Governance, building on many pieces of know-

ledge from various sources, going back into the sources of these

sources, and adding pieces to the puzzle.

The project started out in the Netherlands, where a dedicated pre-

view team designed the initial structure of this guide. In the course

of the project, a huge amount of material was made available by an

international team of reviewers from all kinds of origin, ranging from

highly experienced practitioners in the auditing business, to presi-

dents of ISACA chapters and academics, and to skilled IT Service

Management experts and trainers. The rare combination of knowl-

edge that was collected, enabled the development of a new instru-

ment that will fit both worlds: Auditing and IT Service Management.

It will offer the auditors a bridge to the service management busi-

ness - the new wave in IT - and it will offer the service management

world its long desired next step: a management instrument that

enables them to put the pieces of the puzzle together, get a clear

picture, and get - and stay - in control.

And that is what we’re after: to be in control. Not only because new

rules force us to do so, but also because it will bring some meaning

to all the effort that was spilled on the way getting here. 
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Foreword 

And although it definitely will not be ’the silver bullet’, I do think this

publication can bring us one big step ahead.

This guide is part of a project that will also produce a new infra-

structure of training and certification facilities, as well as new initia-

tives in supporting software tools, and complementary guidance.

I sincerely hope you will enjoy the efforts of the team.

Any comments and suggestions regarding the content of this pocket

guide are welcomed by the project team. Please mail to

j.van.bon@inform-it.org

Jan van Bon,

chief editor
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13

Introduction
This book provides an overview of IT Governance in a handy 

pocket guide format.

It is provided for two purposes. First, it is a quick-reference guide to IT

Governance for people that are not acquainted with this field of work.

Second, it is a high-level introduction to ITGI’s1 open standard ’COBIT’

that will encourage further study. Please note that this guide follows

the process structure of COBIT, since we found that to be best prac-

tice, but it differs from COBIT in several ways, adding new information

to the structure, from the perspective of IT Service Management.

The pocket guide is aimed at Business and IT (Service) Managers,

Consultants, Auditors and anyone interested in learning more about

the possible application of IT Governance standards in the IT man-

agement domain. In addition, it provides students in IT and Busi-

ness Administration with a compact reference to COBIT.

After an introduction to IT Governance and COBIT in general, you

will find information about ITGI’s COBIT publications, since we

encourage the use of COBIT. In the next section, you will find a

description of the 34 processes that were identified from many inter-

national standards. This Pocket Guide adds new information to the

various sources that were used to describe IT Governance, including

COBIT. Workflow diagrams and process models have been added as

an extension to existing material. A full set of detailed descriptions

will be made available in ’IT Governance - An Introduction’, the

training book that follows this pocket guide in 2004. The last part of

the book provides some guidance on COBIT implementation and the

relationship with other methods and frameworks.

1  Introduction to IT Governance 
& COBIT

1)The ITGI as a not-for-profit organization has made COBIT an Open Standard with the majority of
documents available for free download from the Internet to encourage wide adoption, however 
reproduction of any of the COBIT content for commercial use is not permitted without the ITGI's
prior consent.
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Context
In a book about IT Governance it is sensible to analyse the position

of IT Governance in relation to other governance frameworks. The

most comprehensive framework encountered in literature is in a dis-

cussion paper by the Chartered Institute of Management Accoun-

tants (CIMA). In this paper Enterprise Governance is a term used to

describe a framework that covers both the Corporate Governance

and the Business Governance aspects of the organisation.

CIMA uses the following definition of Enterprise Governance:

’Enterprise Governance is the set of responsibilities and

practices exercised by the board and executive management

with the goal of providing strategic direction, ensuring that

objectives are achieved, ascertaining that risks are managed

appropriately and verifying that the enterprise’s resources

are used responsibly (CIMA, referencing ISACF ®).’

According to CIMA there are two dimensions of Enterprise Gover-

nance: conformance and performance. In general, the conformance

dimension is approached in the ex post (retrospective) view, while

14 Introduction to IT Governance & COBIT

Value Creation
Resource Utilisation Assurance 

Enterprise Governance

Accountability

i.e. Conformance 
Corporate Governance

i.e. Performance 
Business Governance

Figure 1.1  The Enterprise Governance framework (Source: CIMA)
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the performance dimension is approached in the ex ante (prospec-

tive) view.

The lines in figure 1.1 show that, although conformance feeds

directly to accountability & assurance and performance to value

creation & resource utilisation, conformance can also feed to value

creation & resource utilisation while performance can feed to

accountability & assurance.

Corporate Governance, as the conformance dimension of Enter-

prise Governance, has had significant coverage following the recent

corporate scandals. In the wake of these scandals, which also

included the demise of one of the Big Five accountancy firms, new

regulations designed to strengthen Corporate Governance were

introduced in the US, in Europe and in many other jurisdictions.

In the US the Sarbanes-Oxley Act was introduced for this reason. 

In Europe the Winter Report issued recommendations to provide for

a modern regulatory framework for company law to the European

Commission.

Among its recommendations is that companies that are traded on

open markets provide a coherent and descriptive statement cover-

ing the key elements of Corporate Governance rules and practices

in their annual report and on their web site.

The Organisation of Economic Co-operation and Development

(OECD) defines Corporate Governance in the following way:

Corporate Governance is the system by which business cor-

porations are directed and controlled. The Corporate Gover-

nance structure specifies the distribution of rights and

responsibilities among different participants in the corpora-

tion, such as the board, managers, shareholders and other

stakeholders, and spells out the rules and procedures for

15Introduction to IT Governance & COBIT
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making decisions on corporate affairs. By doing this, it also

provides the structure through which the company objec-

tives are set, and the means of attaining those objectives

and monitoring performance. (OECD)

The importance of good Corporate Governance is recognised

worldwide. It must lead to improved responsiveness to shareholder

interest by attempting to balance the CEO’s power with the board’s

ability to act as genuine custodians of the organisation.

Business Governance, as the performance dimension of Enterprise

Governance, focuses on the board’s role in making strategic deci-

sions, risk assessment and understanding the drivers for business

performance.

The attention to Corporate Governance also raises the question

whether the IT used for supporting business processes is ade-

quately controlled. This leads to an increase in attention for IT 

Governance in many organisations. Because IT is an integral part 

of business operations, IT Governance is an integral ingredient of

Corporate Governance.

IT Governance has been defined in many different ways. In this

publication IT Governance is defined as follows:

IT Governance is the system by which IT within enterprises 

is directed and controlled. The IT Governance structure

specifies the distribution of rights and responsibilities among

different participants, such as the board, business and IT

managers, and spells out the rules and procedures for ma-

king decisions on IT. By doing this, it also provides the struc-

ture through which the IT objectives are set, and the means

of attaining those objectives and monitoring performance.

16 Introduction to IT Governance & COBIT
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17Introduction to IT Governance & COBIT
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Table 1.1, on the previous page, compares the most important

characteristics of Corporate Governance, Business Governance

and IT Governance within Enterprise Governance.

IT Governance ensures that IT is properly aligned with business

processes and is properly organised and controlled. IT Governance

provides the structure that links IT processes, IT resources and

information to enterprise strategies and objectives.

IT Governance integrates and institutionalises best practices of

planning, organising, acquiring, implementing, delivering, support-

ing, and monitoring IT performance, to ensure that the enterprise’s

information and related technology support its business objectives.

IT Governance enables the enterprise to take full advantage of its

information, thereby maximising benefits and capitalising on oppor-

tunities thus leveraging competitive advantage.

Sources for IT Governance
Regarding governance there are several sources that provide basic

knowledge. In the following paragraphs some background on the

major sources is presented.

COSO
In 1992, the Committee of Sponsoring Organizations of the Tread-

way Commission issued ’Internal Control - Integrated Framework’.

This publication established a framework for internal control and

provided evaluation tools which business and other entities can use

to evaluate their control systems (figure 1.2).

The framework identifies and describes five interrelated compo-

nents necessary for effective internal control.

18 Introduction to IT Governance & COBIT
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In ’Internal Control - Integrated Framework’, COSO defined internal

control as a process, effected by an entity’s board of directors,

management and other personnel, designed to provide reasonable

assurance regarding the achievement of objectives in the following

categories:

• Effectiveness and efficiency of operations

• Reliability of financial reporting

• Compliance with applicable laws and regulations.

In 2004 the COSO Enterprise Risk Management (ERM) is to be 

published. Enterprise risk management is broader than internal con-

trol, expanding and elaborating on internal control to form a more

robust conceptualisation focusing more fully on risk. The enterprise

risk management framework expands on the internal control frame-

work as follows:

19Introduction to IT Governance & COBIT
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Figure 1.2  COSO Internal Control - Integrated Framework 

(Source COSO)
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• Four categories of objectives are specified: operations, reporting,

compliance and strategic objectives. Reporting now includes 

reports used internally by management and those issued to ex-

ternal parties. Strategic objectives have been added as a new

category.

• ERM considers risk from a ’portfolio’ perspective.

• The framework takes into consideration the amount of risk a

company is willing to accept to achieve its goals.

• Events that can influence the company are identified. Those that

can hold negative impact represent risks.

• Risk assessment is extended.

• ERM identifies four categories of risk response - avoid, reduce,

share and accept. Responses are being considered both for indi-

vidual risk effect and for aggregate effect.

• ERM expands on the information and communication compo-

nent, considering data derived from past, present and potential

future events.

• ERM describes the role and responsibilities of risk officers and

expands on the role of a company’s board of directors.

Code of Practice for Information Security Management
(ISO/IEC 17799/BS7799)
ISO 17799 is a code of practice for information security manage-

ment. This code of practice takes a baseline approach to informa-

tion security. It provides 127 information security guidelines struc-

tured under 10 major headings to enable readers to identify the

security controls that are appropriate to their particular business or

specific area of responsibility. The standard provides guidance on

the following subjects:

• Security policy

• Security organisation

• Asset classification and control

• Personnel security

20 Introduction to IT Governance & COBIT
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• Physical and environmental security

• Communications and operations management

• Access control

• System development and maintenance

• Business Continuity management

• Compliance.

BS7799-2 is a companion standard to ISO/IEC 17799. It is a 

management standard, based on risk assessment and the Plan-

Do-Check-Act model, which are two vital ingredients of Corporate

Governance. It provides a basis on which to build the management

controls necessary to achieve an organisation’s mission, to manage

risk, to assure effective control and to seek improvements where

appropriate.

ITIL
ITIL is the acronym for the ’IT Infrastructure Library’ guidelines

developed by the CCTA (now OGC) in Norwich, England, for the

British government. ITIL is a best practice framework for IT Service

Management and is seen as the de facto global standard in this

area. For example, ITIL provides the foundation for the Microsoft

Operations Framework (MOF) and for the HP IT Service Manage-

ment Reference Model.

ITIL consists of a series of books giving best practice guidance for

service management, with the guidelines describing what rather

than how. Service management is tailored to the size, the internal

culture and the requirements of the company. An important focus is

the provision of quality IT services.

Best known ITIL books (figure 1.3) are the Service Support book,

which describes the Service Desk and the Incident Management,

Problem Management, Configuration Management, Change 

21Introduction to IT Governance & COBIT
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Management and Release Management processes, and the 

Service Delivery book, which describes processes for Capacity

Management, Financial Management for IT Services, Availability

Management, Service Level Management and IT Service Continuity

Management.

The other core ITIL books are shown in figure 1.4.

The book Planning to Implement Service Management explains

the steps necessary to identify how an organisation might expect to

benefit from ITIL and how to achieve these benefits.

The ICT Infrastructure Management book is concerned with the

processes, organisation and tools needed to provide a stable IT

and communications infrastructure.

The Application Management book is a guide for business users,

developers and service managers, and describes how applications

22 Introduction to IT Governance & COBIT

Service Desk

Incident

Problem

Configuration

Change

Release

Service Level 

Financial
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Availability

IT Continuity

ITIL 

Support Delivery

Figure 1.3 Best known ITIL Processes (Note: the Service Desk is not a

process but an organisational unit)
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can be managed from a service management perspective.

Security Management is described in a separate book, and has

connections with several of the other domains.

The Business Perspective book is to be published in 2004, and is

concerned with helping business managers to understand IT ser-

vice provision.

CMM / SPICE (ISO/IEC 15504)
The first Capability Maturity Model was developed by the Software

Engineering Institute (SEI) of the Carnegie Mellon University and

describes the principles and practices underlying software develop-

ment process maturity. It was intended to help software organisa-

tions improve their software processes by following an evolutionary

path from ad hoc, chaotic processes to mature, disciplined soft-

ware processes. This CMM was organised into five maturity levels:

1. Initial - The software process is characterised as ad hoc, and 

23Introduction to IT Governance & COBIT

Planning to Implement Service Management

Application Management

Service Management

The Business

Perspective

ICT

Infrastructure

Management

Service

Delivery
Security

Management

T

h

e

T

e

c

h

n

o

l

o

g

y

T

h

e

B

u

s

i

n

e

s

s

Service

Support

Figure 1.4 The ITIL publication structure (source OGC)
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occasionally even chaotic. Few processes are defined, and suc-

cess depends on individual effort and heroics.

2. Repeatable - Basic project management processes are estab-

lished to track cost, schedule, and functionality. The necessary

process discipline is in place to repeat earlier successes on pro-

jects with similar applications.

3. Defined - The software process for both management and engi-

neering activities is documented, standardised, and integrated 

into a standard software process for the organisation. All projects

use an approved, tailored version of the organisation’s standard

software process for developing and maintaining software.

4. Managed - Detailed measurements of the software process and

product quality are collected. Both the software process and

products are quantitatively understood and controlled.

5. Optimising - Continuous process improvement is enabled by

quantitative feedback from the process and from piloting innova-

tive ideas and technologies.

Predictability, effectiveness, and control of an organisation’s soft-

ware processes are believed to improve as the organisation moves

up these five levels. While not rigorous, the empirical evidence to

date supports this belief.

The idea of describing process maturity has expanded enormously

since the first Software CMM was developed. Nowadays CMMs

can be found for People, Software Acquisition, Systems Engineer-

ing, Integrated Product Development and IT Services. Several

CMMs have been integrated by SEI into the Capability Maturity

Model® Integration (CMMISM). CMMI is consistent and compatible

with ISO/IEC 15504, which is a framework for assessment meth-

ods. This standard results from the work of the Software Process

Improvement and Capability determination (SPICE) initiative, which

delivered a first draft in 1995.
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COBIT uses a maturity model as a means of assessing the maturity

of the processes described in the different COBIT domains and to

help organisations set their maturity goals for these processes. The

COBIT Maturity model knows the following levels:

0. Non-existent - There is a complete lack of any recognisable

processes. The organisation has not even recognised that there is

an issue to be addressed.

1. Initial / Ad Hoc - There is evidence that the organisation has

recognised that the issues exist and need to be addressed. There

are, however, no standardised processes, but instead there are

ad hoc approaches applied on an individual or case-by-case 

basis. The overall approach to management is disorganised.

2. Repeatable but Intuitive - Processes have developed to the stage

where similar procedures are followed by different individuals un-

dertaking the same task. There is no formal training and the com-

munication of standard procedures and responsibilities is left to

the individual. There is a high degree of reliance on the knowl-

edge of individuals and therefore errors are likely.

3. Defined Process - Procedures have been standardised and 

documented and communicated through training. It is however

left to the individual to follow these processes and it is unlikely

that deviations will be detected. The procedures themselves are

not sophisticated but are a formalisation of existing practices.

4. Managed and Measurable - It is possible to monitor and measure

compliance with procedures and to take action where processes

appear not to be working effectively or efficiently. Processes are

under improvement and provide good internal practice. Continu-

ous improvement is beginning to be addressed. Automation and

tools are used in a limited and fragmented way.

5. Optimised - Processes have been refined to a level of external

best practice, based on results of continuous improvement and

maturity modelling with other organisations. IT is used in an inte-

grated way to automate the workflow, providing tools to improve
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quality and effectiveness and making the organisation adaptive to

its ever-changing environment.

Common Criteria (ISO/IEC 15408)
The Common Criteria represents the outcome of a series of efforts

to develop criteria for evaluation of IT security that are broadly useful

within the international community. In the 1980’s and 1990’s different

countries worked upon developing their own criteria for security.

In June 1993, seven European and North American governmental

organisations, constituting the Common Criteria project sponsoring

organisations, pooled their efforts and began a joint activity to align

their separate criteria into a single set of IT security criteria that

could be widely used. This activity was named the Common Criteria

Project. Its purpose was to resolve the conceptual and technical dif-

ferences found in the source criteria and to deliver the results to ISO

as a contribution to the international standard under development.

In 1999 ISO published its ’Evaluation Criteria for Information Tech-

nology Security’ (ISO/IEC 15408). ISO continues the use of the term

’Common Criteria’ within this document.

The Common Criteria is a means to define, assess, and measure

the security aspects of ICT products. The Common Criteria sup-

ports understanding of ’what the product does’ (security functio-

nality) and ’how sure you are of that’ (security assurance).

The Common Criteria are useful for product developers by provi-

ding them with the knowledge they need to design ICT products in

such a way that they can pass an evaluation. For ICT products cer-

tified against Common Criteria, customers can be sure of which

security aspects of the product were tested and how these aspects

were tested.
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The pocket guide "IT Governance, a pocket guide - based on 
COBIT" is the first publication of the joint Governance project 
team of ISACA-NL chapter, ITSMF-NL chapter and EXIN. 
 
 
Title: "IT Governance, a pocket guide - based on COBIT" 
 
ISBN: 9077212191 
 
Authors: Harry Boonen & Koen Brand 
 
Price: 14,95 Euro excl. VAT 
 
Sales channels:  
- Van Haren Publishing  
- ISACA chapters 
- ITSMF-NL 
- regular web shops like ITILbooks  
 
 
Publisher: Van Haren Publishing (http://www.vanharen.net) 
 
Summary:  
          
http://en.itsmportal.net/goto/literatuur/boek/205.xml 

http://www.vanharen.net
http://en.itsmportal.net/goto/literatuur/boek/205.xml
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