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1. Scope

This policy applies to Organisation Name's information systems and me
used to connect to or access those systems.

2. Definitions

Access control is the process by which a
systems necessary to perform their rolg
and User authentication.

Information classification is th ation to set out how that
information can be used, and

ation on the basis of business and

er |c;rofiles. These rules and rights address the User's
rmation and systems.

remises access control — unauthorised persons are prevented from gaining
physical access to premises, buildings or rooms where data processing
systems are located.



« System access control — unauthorised access to data processing systems is
prevented.

« Data access control — persons entitled to use a data processing system gain
access only to the data to which they have a right of access.

e The need to prevent personal data from being read, copied, m
removed without authorisation.
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o Access that requires specific permisgi

o Any privileges that Users need tg
need-to-use and event-by-eve

or

Organisation Name has stand ¥ common roles
“(see Access Control and User Adminis dure)."ACCH T

Management Mr\etwo s facilitated by
"Active Directory."A

on and administration are segregated as described

ure."ACCEPT TEXT

User access ests are subject to formal authorisation, periodic review and

ies are verified through formal authentication, the level of which is a

factor of ss control. Rules for authentication are set out in the
| and User Administration Procedure."ACCEPT TEXT
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