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1. Scope

to recognise that not all organisati
the same degree of responsibility.

joint controller.
2. Responsibility

2.1 All users (whe ors or temporary Employees/Staff and

third party users) a
"ownerss

of Organisati e af@xequired to be aware of, and to follow this procedure in the
ch (reference Training Policy).

2.2 All Employees/Sta
reporting any pe

ontractors or temporary personnel are responsible for
data breach to the Data Protection Officer / Head of IT (CIO).

3. Procedure - Breach notification data processor to data controller

3.1 Organisation Name reports any personal data breach or security incident to the data

controller without undue delay
"if you process data for a number of controllers, where is this information specified?"



These contact details are recorded in the Internal Breach Register & Breach Notification
Form. Organisation Name provides the controller with all of the details of the breach.

3.2 The breach notification is made by
"email, phone call, etc."

3.3 A confirmation of receipt of this information is made by
"email, phone call, etc."

4.1 Organisation Name determines if the superviso
event of a breach.

4.2 Organisation Name assesses whethe
risk to the rights and freedoms of ata

breach, by conducting
"data protection impact assessment against t r

& \\N’
"and/or other means - specify."
is like rganis!tion Name reports the personal data

t

4.3 If a risk to dat

breach togthe supe
"specify,

t later than 72 hours.

4.4 If the data breach
hours, Organisation
electronically with

ification to the supervisory authority is not made within 72
e's Data Protection Officer / GDPR Owner submits it
tification for the delay.

4.5 If it is not possible to provide all of the necessary information at the same time
Organisation Name will provide the information in phases without undue further delay.

4.6 The following information needs to be provided to the supervisory authority
(Internal Breach Register & Breach Notification Form):




4.6.1 A description of the nature of the breach.

4.6.2 The categories of personal data affected.

4.6.3 Approximate number of data subjects affected.
4.6.4 Approximate number of personal data records affected.

4.6.5 Name and contact details of the Data Protection Officer / GDPR Owner
4.6.6 Consequences of the breach.

4.6.7 Any measures taken to address the breach.
4.6.8 Any information relating to the data breach.

<< 4.7 -4.10 removed for sample purposes >>
5. Procedure - Breach notification data controller to data

5.1 If the personal data breach is likely to result in hi
of the data subject, Organisation Name n

immediately

"using this form/in accordance with the Data Protect fficer /

5.2 The notification to the data subje ibes t

in addition to informatio cified in

each in clear and plain language,

5.3 Organisation Name tak

person who is n thorised
“encryption”

personal data unusable to any

5.5 If the breach high volume of data subjects and personal data records,
Organisation Name makes a decision based on assessment of the amount of effort
involved in notifying each data subject individually, and whether it will hinder the
Organisation Name's ability to appropriately provide the notification within the specified
time frame. In such a scenario a public communication or similar measure informs those
affected in an equally effective manner.

5.6 If Organisation Name has not notified the data subject(s), and the supervisory



authority considers the likelihood of a data breach will result in high risk, Organisation

Name will communicate the data breach to the data subject by
"date."

5.7 Organisation Name documents any personal data breach(es), incorporating the facts
relating to the personal data breach, its effects and the remedial action(s) taken.

Document Owner and Control

The Data Protection Officer / GDPR Owner is the owner of thi nt and is

responsible for keeping it up to date.
The current version of this document is avai
"Specify which members of staff this document is i d fo

ment is available"

and is published
"Describe the location(s) — electronic and phy re this

Its approval status can be ast@l\l ist of@ocument Approval.
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