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1. Introduction

rocessing of personal data wholly
or partly by automated meansii.e. to the processing other than by
automated mea i.e. ecords) that form part of a filing system

Territ will apply to all controllers that are established in
the E [ the personal data of data subjects, in the context

personal goods and services, or monitor the behavior of data

subjects who are resid
1.3 Article 4 defini

Establishment — the main establishment of the controller in the EU will be the place in
which the controller makes the main decisions as to the purpose and means of its data
processing activities. The main establishment of a processor in the EU will be its
administrative centre. If a controller is based outside the EU, it will have to appoint a
representative in the jurisdiction in which the controller operates to act on behalf of the
controller and deal with supervisory authorities.




Personal data — any information relating to an identified or identifiable natural person
(‘data subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person.

Special categories of personal data — personal data revealin
political opinions, religious or philosophical beliefs, or tra

| or ethnic origin,
ion membership, and the
niquelyidentifying a

sexual orientation.

Data controller — the natural or legal persos [ i r body
which, alone or jointly with others, deten

processing of personal data; where the p ocessing are
determined by Union or Member ) cific criteria for its

nomination may be provided for b

Data subject — any livingfiéhivi ' personal data held by an
organisation.

Processing — an arati which is performed on personal data or
on sets of persong | t by alitomated means, such as collection,
recording, organisa (1 ' e, adaptation or alteration, retrieval,

Profiling — ymated processing of personal data intended to evaluate
certain personal aspectSrelating to a natural person, or to analyse or predict that
person’s performanc ork, economic situation, location, health, personal
preferences, relia or behavior. This definition is linked to the right of the data
subject to object to profiling and a right to be informed about the existence of profiling,
of measures based on profiling and the envisaged effects of profiling on the individual.

Personal data breach — a breach of security leading to the accidental, or unlawful,
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed. There is an obligation on the controller to
report personal data breaches to the supervisory authority and where the breach is likely




to adversely affect the personal data or privacy of the data subject.

Data subject consent - means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data.

Child — the GDPR defines a child as anyone under the age of 16 years old, although this
may be lowered to 13 by Member State law. The processing of personal data of a child
is only lawful if parental or custodian consent has been obtajg@d’ The controller shall
make reasonable efforts to verify in such cases that conse given or authorised by
the holder of parental responsibility over the child.

Third party — a natural or legal person, public aut an the
data subject, controller, processor and persons who, f the

Filing system — any structured set of perso according to
specific criteria, whether centralise ' functional or

geographical basis.
2. Policy statement

2.1 Board of Directors and ion Name, located at
Unit 1

Clive Court

iance with all relevant EU and Member State laws in respect of
otection of the "rights and freedoms” of individuals whose
Name collects and processes in accordance with the General

personal data, and the
information Organis

2.2 Compliance with the GDPR is described by this policy and other relevant policies
such as the Information Security Policy, along with connected processes and procedures.

2.3 The GDPR and this policy apply to all of Organisation Name's personal data
processing functions, including those performed on customers’, clients’, employees’,
suppliers’ and partners’ personal data, and any other personal data the organisation



processes from any source.

2.4 Organisation Name has established objectives for data protection and privacy, which
are in PIMS and GDPR Objectives Record.

2.5 Data Protection Officer / GDPR Owner is responsible for reviewing the register of
processing annually in the light of any changes to Organisation Name's activities (as
determined by changes to the data inventory register and the management review) and
to any additional requirements identified by means of data ction impact
assessments. This register needs to be available on the su sory authority’s request.

2.6 This policy applies to all Employees/Staff

"and interested parties” \
4

of Organisation Name such as outsourced DPR or this
PIMS will be dealt with under Org ion ipli and may also be a
criminal offence, in which case the ill bejreported as soon as possible to the
appropriate authorities.

or may have access to pers ' to have read, understood and to
i ess personal data held by Organisation

Name without h
"document reference,"

which
Organis
compliance with the a

oses on the t party obligations no less onerous than those to which

itted, and which gives Organisation Name the right to audit

Personal Inform anagement System (PIMS)

Policy statement

To support compliance with the GDPR, the Board of Directors has approved and
supported the development, implementation, maintenance and continual improvement
of a documented personal information management system (‘PIMS’) for Organisation
Name.



All Employees/Staff of Organisation Name

"and certain external parties identified in the PIMS"

are expected to comply with this policy and with the PIMS that implements this policy.

All Employees/Staff, and certain external parties, will receive
"be required to provide"

appropriate training. The consequences of breaching this
Organisation Name's disciplinary policy and in contracts an
parties.

In determining its scope for compliance with
Name considers:

e any external and internal iss
Name and that affect its abi
« specific needs and expectatio
implementation of

e of Organisation
ntended outcomes of its PIMS;
oarties that are relevant to the

take into accou

"and BS 10012:2017 p equirements”

e and the results from risk assessments and risk treatments

e are monitored (in line with the Monitoring, Measurement, Analysis, Evaluation
Procedure)

e are communicated (in line with the Communications Procedure)

o are updated as appropriate (in line with the Continual Improvement Procedure)




Organisation Name documents those objectives in the PIMS and GDPR Objectives
Record.

In order to achieve these objectives, Organisation Name has determined:

e what will be done

e what resources will be required
o who will be responsible

e when it will be completed

e how the results will be evaluated

3. Responsibilities and roles under the General@®ata Protect

2\ O

3.1 Organisation Name is a

"data controller and/or data processor"

under the GDPR.

3.2 Top Management a r supervisory roles throughout

d encouraging good information

of the senior management team, is accountable to Board of
ame for the management of personal data within

suring that compliance with data protection legislation
demonstrated. This accountability includes:

Organisation Name a
and good practice can

3.3.1 development and implementation of the GDPR as required by this policy; and
3.3.2 security and risk management in relation to compliance with the policy.

3.4 Data Protection Officer, who Board of Directors considers to be suitably qualified
and experienced, has been appointed to take responsibility for Organisation Name's
compliance with this policy on a day-to-day basis and, in particular, has direct
responsibility for ensuring that Organisation Name complies with the GDPR, as do
Manager/Executive (generic/line)’s in respect of data processing that takes place within



their area of responsibility.

3.5 The Data Protection Officer / GDPR Owner have specific responsibilities in respect of
procedures such as the Subject Access Request Procedure and are the first point of call
for Employees/Staff seeking clarification on any aspect of data protection compliance.

3.6 Compliance with data protection legislation is the responsibility of all
Employees/Staff of Organisation Name who process personal data.

3.7 Organisation Name's Training Policy sets out specific ng and awareness
requirements in relation to specific roles and Employees/S jsation Name
generally.

3.8 Employees/Staff of Organisation Name are resp
personal data about them and supplied b [ urate and
up-to-date.

<<Sections 4 - 10 removed for

ntory and data flow process as part
of its approach to address ri iti oughout its GDPR compliance
project. Organis i d data flow determines (Data Protection
Impact Assessme " tion Impact Assessment (DPIA) Tool):

processi
o maintai e inventory of data categories of personal data processed;
s the purpose(s) for which each category of personal data is

used;
o recipients, and potential recipients, of the personal data;
o the role of the Organisation Name throughout the data flow;
o key systems and repositories;
o any data transfers; and
o all retention and disposal requirements.



11.2 Organisation Name is aware of any risks associated with the processing of
particular types of personal data.

11.2.1 Organisation Name assesses the level of risk to individuals associated with the
processing of their personal data. Data protection impact assessments (DPIAs) (Data
Protection Impact Assessment Procedure and Data Protection Impact Assessment (DPIA)
Tool) are carried out in relation to the processing of personal data by Organisation
Name, and in relation to processing undertaken by other organisations on behalf of
Organisation Name.

operations on the protection of p
similar processing operations that

11.2.4 Where, as a resul tion Name is about to
commence processing o ause damage and/or distress to the
data subjects, the decision a nisation Name may proceed must

be escalated for{fevi Officer / GDPR Owner.

11.2.5 The Data Pro Owner shall, if there are significant concerns,
either distress, or the quantity of data concerned, escalate
the

“from Annex A of ISO 2700 27017, 1SO 27018, etc., as appropriate”

and applied to reduce the level of risk associated with processing individual data to an
acceptable level, by reference to Organisation Name’'s documented risk acceptance
criteria and the requirements of the GDPR.
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