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FOREWORD 

So often information security is viewed as a technical 
discipline – a world of firewalls, antivirus software, 
access controls and encryption; an opaque and 
enigmatic discipline which defies understanding, 
with a priesthood who often protect their profession 
with complex concepts, language and, most of all, 
secrecy. 

Leron takes a practical, pragmatic and no-holds-
barred approach to demystifying the topic. He 
reminds us that ultimately security depends on 
people – and that we all act in what we see as our 
rational self-interest – sometimes ill-informed, ill-
judged, even downright perverse. 

No approach to security can ever succeed without 
considering people – and as a profession we need to 
look beyond our computers to understand the 
business, the culture of the organisation, and, most of 
all, how we can create a security environment which 
helps people feel free to actually do their job. 

David Ferbrache OBE, FBCS 

Technical Director, Cyber Security 

KPMG UK 
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PREFACE 

In his book How to Win Friends and Influence 
People, Dale Carnegie tells a story about George B. 
Johnston of Enid, Oklahoma. Mr Johnston was 
responsible for safety at an engineering company. 
Among other duties he had to ensure that employees 
were wearing their hard hats while on the job. His 
common strategy was to spot people who didn’t 
follow this policy, approach them, quote the 
regulation and insist on compliance. He succeeded in 
having them abide by the rules, but only temporarily: 
employees usually removed their hats as soon as he 
left. 

He decided to try something new. Instead of referring 
to them with a lot of authority, he tried to be 
genuinely interested in the workers’ comfort. He 
wanted to know if the hats were uncomfortable 
enough to prevent people from wearing them. 

Also, instead of simply insisting on following the 
policy, he mentioned to the employees that it was 
important to wear hard hats, because they were 
designed to prevent injuries and this was in their best 
interest. As a result, this not only increased 
compliance, but also mitigated resentment towards 
the regulation. 

Information security professionals are faced with a 
similar problem. They have to ensure that a company 
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is adequately addressing information security risks, 
but they also have to communicate the value of 
security appropriately in order to be successful. 

On the one hand, not putting security controls in 
place may result in significant losses for an 
organisation. On the other hand, badly implemented 
security mechanisms may obstruct employees’ 
productivity and result in a poor security culture. 

Security professionals and users may share different 
views on security-related activities. In order to ensure 
that users in the organisation comply with policies, 
security professionals should also consider 
employees’ behaviour. 

The main goal of this book is to gain insight into 
information security issues related to human 
behaviour, from both end-users’ and security 
professionals’ perspectives. It aims to provide a set 
of recommendations to support the security 
professional’s decision-making process when 
implementing controls and communicating these 
changes within an organisation. To achieve this, a 
number of interviews were conducted with UK-based 
security professionals from various sectors, including 
financial services, advertising, media, energy and 
technology. Their views, along with further relevant 
research, were incorporated into the book, in order to 
provide a holistic overview of the problem and 
propose a solution. 
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CHAPTER 1: INTRODUCTION TO 
INFORMATION SECURITY 

Information security encompasses many aspects of 
business, including financial controls, human resources 
and protection of the physical environment, as well as 
health and safety measures. But who are security 
professionals? What skills do they have? 

I asked these questions of Javvad Malik, security advocate 
and blogger, during one of our lunches. I met Javvad at a 
security conference in London. He helped me to prepare 
for my first talk at said conference, sharing his views and 
experience on the security industry. He also expressed his 
vision on this subject: “When I was starting in the field, 
nobody really knew what security was,” he said. “Then 
came the perception that it was all about hackers working 
from their mums’ basements. Then, they were assumed to 
be IT specialists, and then that they were specialists who 
didn’t necessarily know much about IT but who knew 
more regulation and legislation. And now everyone is just 
confused.” 

A security professional is responsible for protecting a 
company against cyber threats. However, security itself is 
very broad. It is similar to medicine: there are general 
practitioners who know a little bit about everything, 
which is the base level of knowledge. For complex cases 
they will refer you to specialists in blood, heart, eyes, ears 
and other specific body parts. The same applies to 
security. There are broad generalists and technical 
experts. There are also non-technical security 
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professionals, who understand the business, the risks and 
how to integrate security into the corporate strategy. 
Additionally, there are product- or technology-specific 
experts who can help to tune events and incident 
management systems, or forensically investigate 
platforms. Just as you can’t replace a surgeon with a GP, 
you can’t replace a technical subject-matter expert with a 
generalist, and vice versa. 

Information security issues in organisations were being 
raised long before the rapid development of technology. 
Companies have always been concerned with protecting 
their confidential information, including their intellectual 
property and trade secrets. In other words, all 
organisations have assets, which help a company to 
generate revenue. Hence the goal of information security 
is to identify and protect these assets. 

The world of information security rests on three pillars: 
confidentiality, availability and integrity. 

Confidentiality is crucial to any company, because it 
ensures that a secret remains a secret so that intellectual 
property, such as trading algorithms, engineering designs 
or client records, is protected against competitors. 

Security professionals also have to find a balance between 
securing sensitive information and also making it 
available to the people who need it. There is no point in 
having data that can’t be accessed. Denial-of-service 
attacks can be a popular tactic employed by attackers to 
impede the business. This becomes especially important if 
it is conducted online, as in the case of e-commerce 
websites. 
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Integrity ensures that information remains unaltered 
during transmission or storage unless required. Attackers 
may want to interfere with bank transactions, for example, 
because modifying a single digit in an account number 
can compromise everything. 

 

 
Figure 1: Three pillars of information security 

 

These three pillars must be linked back to business 
requirements. In order to do that, information security 
professionals should identify the relevant assets, for which 
confidentiality, availability and integrity are a critical 
requirement. Engaging business stakeholders can help to 
identify these assets. In other words, the business defines 
what needs to be protected. It is up to security 
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professionals to determine which appropriate measures 
are required and to communicate them in business terms. 

It is here that security professionals face their first 
challenge: the language of the business and the language 
of information security are different, and it is their 
responsibility to manage this translation effectively. 

Thankfully, business and security professionals have 
common ground – they are both involved in managing 
risk. 
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CHAPTER 2: RISK MANAGEMENT 

From the information security perspective, the people, 
processes and technology supporting the business are not 
bulletproof, and their vulnerabilities may be exploited. 
This scenario is called a threat, which has a certain impact 
on a company’s assets. 

 

 
Threats vary in probability and therefore the degree of 
impact. For example, in a company which handles 
customers’ personal data online, the probability of human 
error leading to disclosure of sensitive information might 
be greater and have a larger business impact than 
someone bringing down the website. 

Additionally, the exploitation of a vulnerable critical 
system may have a greater impact than that of one used 
purely for archiving. 
 
This relationship defines risk. 

 
 
 
In order to reduce the probability and impact of the threat, 
information security professionals can implement 
countermeasures, otherwise known as controls. 

When thinking in terms of protection measures, it is 
useful to know who the attackers are. Security 

Impact = Vulnerability × Threat 

 

Risk = Probability × Impact 
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professionals should understand that attackers are people 
too, who differ in resources, motivation, ability and risk 
propensity. According to Bruce Schneier, author 
of Beyond Fear,1 the categories of attacker are: 

• Opportunists: The most common type of attacker. 
As the category indicates, they spot and seize an 
‘opportunity’ and are convinced that they will not get 
caught. It is easy to deter such attackers via cursory 
countermeasures. 

• Emotional attackers: They may accept a high level 
of risk and usually want to make a statement through 
their attack. The most common motivation for them 
is revenge against an organisation due to actual or 
perceived injustice. Although emotional attackers 
feel powerful when causing harm, they sometimes 
‘hope to get caught’ as a way of solving the issues 
they were unhappy with but were unable to change 
from the beginning. 

• Cold intellectual attackers: Skilled and resourceful 
professionals who attack for their own gain or are 
employed to do so. They target information, not the 
system, and often use insiders to get it. Unlike 
opportunists, cold intellectual attackers are not 
discouraged by cursory countermeasures. 

• Terrorists: They accept high risk to gain visibility 
and make a statement. Not only are they hard to deter 

                                                 
1 Bruce Schneier, Beyond Fear: Thinking Sensibly about 
Security in an Uncertain World, Copernicus Books, 2003. 

https://www.schneier.com/book-beyondfear.html
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by cursory countermeasures, but they can even see 
them as a thrill. 

• Friends and relations: They may introduce a 
problem to both individuals (in the form of financial 
fraud, for example) and companies (by abusing 
authorisation credentials provided to legitimate 
employees). In this scenario, a victim and an attacker 
are sharing physical space, which makes it very easy 
to gain login and other sensitive information. 

 

 

Figure 2: Categories of attackers 

Information security vulnerabilities, threats and risks are 
part of today’s corporate world, and are just as relevant 
and important to information security specialists as to the 
business. 
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Information security professionals are comfortable 
thinking in terms of threats and vulnerabilities, but the 
focus of risk management should be on assets, not threats. 
Focusing solely on security regardless of the business’s 
needs can be counterproductive. 

Information security should support and enable the
business – as such, security professionals must consider
the cost aspect of implementing countermeasures. They
should implement the controls ensuring that the cost is
appropriate for the asset to which it is applied.

Many information security professionals view risk
negatively and believe that all risk must be removed. It is, 
however, also important to communicate the positive 
aspects of risk as well. Threats in this paradigm could be
replaced by opportunities, vulnerabilities by strengths and
impact by benefits.

Despite this negative view, operational risk-taking is
required in order to realise business opportunities.
Security professionals should make a habit of
communicating information security risks to the business
in a positive way.

For example, employees may believe that security
professionals’ only priority is to stop viruses, in order to 
prevent widespread infection across the network. In 
reality, there is also a valid business reason for such
activities. Security team members therefore have to go a
step further and demonstrate that virus prevention can also
increase the availability of resources and the productivity
of employees, because they can focus on their work rather
than waiting for their laptop to be cleared of malicious
software (malware).
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Among other concerns, business personnel may care 
about enabling business opportunities or enhancing brand 
reputation and trust. In order to find out what their 
priorities are, security professionals must engage them to 
collect business drivers, goals and objectives and 
understand how they can support the business. 

A clear link should be preserved between business 
concerns and countermeasures so that security 
professionals can demonstrate the value they bring. 

Business teams are much more likely to accept this 
perspective, because doing business means taking risks 
and exploiting opportunities. Therefore a company’s risk 
appetite must be determined. 

To determine the risk appetite, one should understand that 
security risk is just one of the many types of risk that a 
business faces on a day-to-day basis: socio-economic, 
financial, geopolitical, legal and personnel are just a few 
examples. Any of these may be a higher priority to the 
company than security, which security professionals 
should bear in mind. Based on this prioritisation, a 
company can define an acceptable level of risk under 
which to operate. 

It is perfectly normal to accept the risk that falls below 
this threshold. 

Treating information security risks as another facet of the 
business can yield great results. For example, SWOT and 
PEST analyses can be performed to broaden the view of 
risk. 

SWOT stands for Strengths, Weaknesses, Opportunities 
and Threats. It is a simple technique, which involves 
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listing external and internal factors that are helpful and 
harmful for an organisation. 

 Helpful Harmful 
Internal Strengths Weaknesses 
External Opportunities Threats 

Figure 3: SWOT analysis 

When performing this analysis in a security context, one 
should consider using the strengths both to exploit 
opportunities and to confront threats. 

For example, a business partner would be reassured in the 
safety of doing business with a company if said company 
had implemented adequate security measures, which also 
mitigate the risk of cyber attacks. Effective security can 
therefore lead to the additional benefit of increasing trust 
and, as a result, sales. 

One should also consider mitigating weaknesses that 
might be exploited by threats. For instance, adopting a 
vulnerability management programme ensures that the 
latest updates are applied to a company’s software, by 
addressing known flaws. 

Similarly, security professionals should also search for 
ways of strengthening weaknesses that might hinder the 
exploration of opportunities. 

For example, an e-commence provider which has 
developed their own internal cloud solution may wish to 
grow their business by marketing such a product to 
external customers. However, vulnerabilities present in 
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the solution might negatively impact their reputation if 
compromised. Therefore, investing in patching these 
flaws would enable the business to expand. 

In order to focus on the broader external factors, security 
professionals can also utilise the PEST analysis. It takes 
Political, Economic, Social and Technological factors into 
consideration. Here is an example: 

  Political Economic   Social Technological 

Trade 
restrictions 
Political 
stability in 
foreign partner 
countries 
New 
environmental 
law 

Inflation 
rate 
Exchange 
rate 
Economic 
downturn 

Culture 
Population 
growth 
Age 
distribution  
Change 

Innovation 
Process 
automation 

 

Figure 4: PEST analysis 

There are variations of this tool which include other 
factors, such as legal or environmental. Performing this 
analysis enables security professionals to see the bigger 
picture of enterprise-wide risks. This, in turn, encourages 
early identification of potential risk treatment options, like 
countermeasures, in a proactive manner. 

These tools and techniques are a good start, but in order to 
appreciate an example of applied risk management, I 
interviewed Thom Langford, Chief Information Security 
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Officer at Publicis Groupe, and asked his opinion on this 
subject. Thom has delivered a number of industry 
presentations on information security and his pragmatic 
view on this subject will summarise this discussion on 
risk management and provide some real-life case studies. 

“I think everybody has a view on risk management, and it 
is not always a good one”, he started, “Traditionally, risks 
are seen as bad and have to be removed. They never 
change and the same risks are going to be there all the 
time.” 

He described a conventional approach where everything is 
perceived as static and security professionals live in the 
world of spreadsheets: “You list your risks in them, you 
list what you are going to do about them, how you are 
going to measure them, and then you decide whether 
you’ve fixed them or not.” 

That attitude has changed drastically for him in the last 
four years: “If you act this way, the business will be 
stifled quite dramatically because of your security 
implementations.” Any measure that completely 
disregards the nature of the business and its context will 
become an obstacle, or even be counterproductive. 

“All you are doing is reducing the ability of the business 
to work effectively because you don’t see the big picture 
of how it operates.” 

If security professionals can connect the benefits of a 
security program to the ability of a company to increase 
sales, to safely enter riskier markets, to give assurance to 
their clients and to bring confidence to the industry, then 
they are truly adding value to the business. If security 
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professionals are just doing security for security’s sake, 
they go back to stifling the business rather than supporting 
it. 

“If you haven’t even read your company’s annual report,” 
– Langford continues, “how do you know what your 
security programme is supporting?” 

“If you haven’t attended a shareholder meeting or an 
earnings call, you can’t really know what you are doing. If 
you don’t understand what the core purpose of the 
business is, how can you actually align your security with 
it?” 

Security professionals should talk to as many people as 
possible across the business. For instance, if they are 
ensuring successful security implementation at a 
manufacturing plant, they could start by talking to the 
people on the factory floor to see how they operate. 

The aim for security professionals is to understand what 
others do and how they do it, as well as what others need 
from security and their level of security awareness. 

If, for example, the shift manager tells a security 
professional that smokers are leaving the doors open to 
have their cigarette break then he is understandably 
concerned about the risk of theft. As another example, a 
manager notices that her computer is running slow and 
strange pop-up messages are appearing. At first glance, 
these appear to be small issues, but potentially important 
ones which a security professional could assist with. 

Security professionals should also try to understand what 
the business needs from security. As an example, a CFO’s 
primary goal may be to ensure that she’s able to get 
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reports and the payroll out on a monthly basis. She might 
find herself staying awake at night worrying that the 
systems will go down, which would allow security 
professionals to focus on the integrity and availability of 
the data, prioritising disaster recovery and business 
continuity. 

Solving such problems, perceived or otherwise, can start 
to build advocates for security. If the people aspect of 
security is not considered, there is a good chance that the 
security solution, no matter how perfect it is, may be 
blocked by the business. 
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CHAPTER 3: THE COMPLEXITY OF RISK 
MANAGEMENT 

We talked about risk management in the previous chapter, 
but it is important to understand it in the context of human 
behaviour. Security professionals should recognise that 
people perceive risk differently, and that this affects their 
behaviour. 

For example, Daniel Kahneman and Amos Tversky in 
their research present several choice problems, 
demonstrating the complexity of situations where people 
are faced with uncertainty.2 

In one of the scenarios the researchers gave the 
participants 1,000 Israeli pounds and asked if they would 
prefer to give 500 pounds back and keep the remaining 
500 for themselves. The second option was to flip a coin 
where they would win the full amount for heads or lose 
the full amount for tails. 

The majority of the participants chose the safe option of 
receiving a guaranteed 500 pounds. 

In the second scenario, the participants were given 2,000 
pounds and were presented with a similar choice. This 
time, they could choose to either give 500 pounds back, or 
to flip a coin where they could lose 1,000 or win the entire 
pot. 

                                                 
2 Daniel Kahneman and Amos Tversky, “Prospect Theory: An 
Analysis of Decision under Risk”, Econometrica, 47(2), March 
1979, 263–291. 
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The majority of the participants chose the second option. 

This demonstrates that there are different psychological 
associations with gains and losses: people have a tendency 
to be risk-averse to protect perceived gains and at the 
same time they are willing to take extra risk to recover 
perceived losses. 

This makes it more difficult for a security professional to 
communicate the value of security to business 
stakeholders, as they tend to downplay the importance of 
security risks. 

Insurance companies, for example, face a similar issue: 
businesses think that paying for insurance now is 
throwing money away, as it’s a gamble as to whether they 
will need to cash in. Whereas spending nothing on the 
cover is a guaranteed saving. 

Ironically enough, spending money now to mitigate or 
transfer the risk is a logical risk assessment and the true 
gamble is to do nothing and wait for an incident to occur. 

Asymmetric perception of gains and losses is not the only 
reason for the additional complexity of decision-making – 
the perception of risk can also be clouded by people’s past 
experiences and expectations. 

John Adams’s research suggests that “the risk manager 
must … deal not only with risk perceived through science, 
but also with virtual risk – risks where the science is 
inconclusive and people are thus liberated to argue from, 
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and act upon, pre-established beliefs, convictions, 
prejudices and superstitions”.3 

To illustrate an individual’s decision-making process 
while dealing with risk, Adams introduces a concept 
called a risk thermostat. The premise is that people vary 
in their propensity to take risks, which is influenced by 
their perception, the potential reward and prior experience 
of loss. 

Indeed, if someone experienced a negative event in the 
past, they assign a disproportionately high probability and 
impact to that situation compared to an unknown event, 
even if probability theory tells us otherwise. 

On the other hand, people tend to overestimate 
spectacular but rare risks, but downplay common risks, 
which can be as harmful for the company, if not more so. 

Gary Klein, in his book Streetlights and Shadows: 
Searching for the Keys to Adaptive Decision Making,4 
suggests that risk management plans do not guarantee 
success and may result in a false sense of safety, actually 
increasing risk. Adams supports this point referring to the 
phenomenon of risk compensation, where introducing 
safety measures makes people engage in more risky 
behaviour. 

                                                 
3 John Adams, “Risk Management: It’s Not Rocket Science … 
It’s Much More Complicated”, Risk Management, 54(5), 2007, 
36–40. 
4 Gary Klein, Streetlights and Shadows: Searching for the Keys 
to Adaptive Decision Making, MIT Press, 2009. 
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For example, seat belts can save a life in a crash, so 
people buckle up and take more risks when driving, 
leading to an increased number of accidents. As a result, 
the overall number of deaths remains unchanged. 

Security professionals can observe similar convictions in 
their companies: “we have a firewall, so we must be 
secure”. 

The complexities of human behaviour as it relates to risk 
management are compounded by additional complexities 
of risk identification. This is illustrated by Nasim Taleb in 
his book The Black Swan,5 where the concept that some 
events cannot be predicted, even with unlimited resources, 
is introduced. 

One example of such an event can be found in the title of 
the book itself. Prior to the discovery of the Australian 
continent, scientists believed that, after years of 
observation, all swans were white. In their limited realm 
of experience, they did not consider that there could be 
any other type of swan living in the world. Therefore, 
when explorers encountered the black swan species 
variation in Australia it was an unexpected, unpredictable 
event. This demonstrates that empirical evidence is not 
sufficient to confidently predict the absence of outliers. 

To demonstrate that such events can have a great impact, 
Taleb provides examples of Mirage Casino’s four largest 
losses. These included an unsuccessful attempt to bomb 
the casino, a ransom demand for the owner’s kidnapped 

                                                 
5 Nassim Nicholas Taleb, The Black Swan: The Impact of the 
Highly Improbable Fragility, Vol. 2. Random House, 2010. 
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daughter, a fine due to negligence in completing tax 
returns and a tiger mauling. 

How many of these risks could have been foreseen and 
managed appropriately, preventing such losses in the first 
place? 

Instead of properly assessing those risks with low 
probability and high impact, casinos tend to focus their 
efforts on high-probability, low-impact events, such as 
preventing cheating at the tables. 

Thorough risk assessment and identification is not the 
only challenge; there may also be unforeseen 
consequences of taking action to address risks that can 
have devastating effects. 

As an example, the manager of a nightclub may be 
concerned by recent diminishing revenue. He regularly 
observes many people inside the club, but the profits from 
the entrance fees are lower than expected. 

The manager initially suspects that employee fraud is to 
blame; however, after investigating further, it turns out 
that only a few customers were entering via the front door 
and paying for their ticket. As soon as they get in, they let 
their friends in through the fire escape. 

He therefore may choose to prevent this behaviour by 
jamming the fire exit doors shut, without considering the 
increased risk to health and safety for his employees and 
guests as a direct result of his actions. 

This, of course, can lead to a tragedy and subsequent loss 
of life in the event of a fire. 
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The Sherwood Applied Business Security Architecture 
(SABSA) Institute provides a less dramatic example of 
risk interaction. According to their framework,6 
accountability for risk should be delegated to individuals 
who are subject-matter experts. 

A CFO, for instance, might be interested in maximising 
profits by gambling on the markets, regardless of 
compliance. A head of compliance, on the other hand, is 
concerned with potential fines for violating regulations. 
They can escalate the risk to the CEO, whose 
responsibility it is to make a decision on which course of 
action to take. 

Such an approach demonstrates that identification of risks 
is not enough: each risk should have a person who is 
accountable for it. If the business believes that security 
professionals are responsible for closing the doors, they 
will leave them open. 

Everything that has been discussed so far makes the job of 
a security professional much more challenging. After all, 
Adams states that “risk management is not rocket science 
– it’s much more complicated.” 

This doesn’t mean, however, that risk management should 
be abandoned. Quite the contrary; a wider group of 
stakeholders should be engaged. Information security 
professionals should understand how information security 
risks interact with other business risks. 

                                                 
6 John Sherwood, Andrew Clark and David Lynas, “Enterprise 
Security Architecture White Paper”, 2009. 
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Managing stakeholders and communication is therefore 
becoming one of the most essential skills for a security 
professional. 
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CHAPTER 4: STAKEHOLDERS AND 
COMMUNICATION 

As discussed in the previous chapter, stakeholder 
engagement is key in making sure that risks are addressed 
properly. The earlier people are involved in a security 
project, the easier it is to obtain their support. The same 
principle applies when security professionals have to be 
involved in other people’s projects. Andrew Martin, a 
director for IT risk at a global bank, shares an example of 
a security solution that was not successfully implemented. 
A company wanted to mitigate the risk of exploiting 
vulnerabilities in their applications and decided to deploy 
a code-scanning tool. This would make sure that 
applications are tested for exploits before they are 
released. 

“Uptake on the use of this code-scanning tool was low 
due to challenges with communication with the 
development teams that would need to use the tool,” he 
says; “the impacted teams weren’t sufficiently trained on 
the use of the tool and there wasn’t enough support from 
management of the development teams to use it.” 

Development teams have very tight timelines and budgets 
to work to in order to meet the business objectives. 
Anything that could disrupt these aspects is viewed with 
caution. 

As a result, applications that should have had their code 
scanned either hadn’t, or had to be scanned at a much later 
stage of the development cycle. In either case, the risk of 
having applications with flaws in them was elevated. 
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Given that some applications weren’t scanned, or had 
significant delays in the scanning, some bugs could exist 
which were not addressed. 

These new or enhanced applications were being delivered 
to facilitate revenue growth or streamline exiting 
processes to reduce cost and complexity. 

The impact on the business was that the new functionality 
they were expecting took longer to materialise, resulting 
in users’ frustration. 

Communicating new security policies, tools and practices 
to impacted teams is absolutely critical. This is especially 
important in large organisations with many technology 
stakeholder groups spread across multiple geographies. 

Martin provides the following recommendations to 
prevent such situations from happening: 

1. Articulate the benefits. Security and risk teams need 
to ensure they position any new processes or tools in a 
way that highlights the benefits to each stakeholder 
group. 

2. Provide clear steps. In order to ensure the change is 
successful, security professionals should clearly 
outline the steps for how to start realising these 
benefits. 

3. Communicate frequently and at the right level. 
Communication must start at the top of an 
organisation and work its way down, so that priorities 
and expectations can be aligned. A person may need 
to hear the same message multiple times before they 
take action. 
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Information security professionals first have to understand 
who the stakeholders are and how to keep them engaged. 

In his research, Freeman suggests that “a stakeholder in an 
organization is (by definition) any group or individual 
who can affect or is affected by the achievement of the 
organization’s objectives”.7 

Mitchell and his colleagues build on these and other 
findings. They recommend a theory of stakeholder 
identification in their study,8 which is based on three 
variables: power, legitimacy and urgency. 

They refer to urgency as “the degree to which stakeholder 
claims call for immediate attention”. It is determined not 
only by time constraints, but also by the significance of 
the relationship. 

Power in this context is defined as the ability to influence 
decision-making in a company by material or social 
means.9 

Legitimacy refers to those stakeholders who have a formal 
structure in place with which to affect the project or 
organisation. Examples of such stakeholders may include 

                                                 
7 R. Edward Freeman and John McVea, “A Stakeholder 
Approach to Strategic Management”, 2001. 
8 Ronald K. Mitchell, Bradley R. Agle and Donna J. Wood, 
“Toward a Theory of Stakeholder Identification and Salience: 
Defining the Principle of Who and What Really 
Counts”, Academy of Management Review, 22(4), 1997, 853–
886. 
9 Amitai Etzioni, Moral Dimension: Toward a New Economics, 
Simon and Schuster, 2010. 
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heads of departments, or those who sit on the Board of 
Directors. 

 

 

 

 
 

 

 

 

 

Figure 5: Stakeholder salience 

 

Security professionals should prepare a communications 
plan to ensure that nobody is left out and stakeholders’ 
interests are considered. 

As a first step when creating the plan, a stakeholder 
register should be created which captures their contact 
information. It should also include the feedback received 
during the types of discussion with your stakeholders to 
try to understand their business needs that were suggested 
by Langford in Chapter 2. Table 1 can help with 
documenting the expectations of the project, requirements 
and other comments. 
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Table 1: Stakeholder Register 
Name Job 

title 
Contact 

Information 
Expectation Requirements Influence Comments 

       

       

       

The influence column should contain relevant information 
regarding the power, legitimacy and urgency of the 
corresponding stakeholder. 

As soon as the stakeholders are identified and recorded, 
security professionals should engage them in order to 
understand their preferred method of communication, its 
desired frequency, and the responsibility and the level of 
detail that they expect. They should then assign 
responsibilities for involving each stakeholder to a 
specific member of the project team. 

Table 2: Communications plan 

What to 
communicate 

Why Preferred 
method 

Responsibility Frequency 
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There are, however, complexities with keeping this sort of 
information. For example, stakeholders may want to 
prevent this table being disclosed to people with 
competing stakes. Therefore the security professional 
should apply extra care in handling this data. 

Stakeholder engagement and communication planning can 
make security-related projects run much more smoothly, 
because security professionals spend almost all of their 
time communicating in various ways. 

Communication can be viewed as a simple model, 
consisting of three parts: a sender, a receiver and a 
channel. 

 

Figure 6: Simple communication model 

Regardless of the simplicity of this model, many errors 
can occur. The cause of these errors lies in the way that 
we process and interpret information. 

The sender ‘encodes’ the original message and relays it to 
the receiver. The resulting message may be different from 
what was intended, not only due to its dependency on the 
sender’s communication skills, but also because the 
receiver interprets the message based on her own values 
and past experiences. 

A Chinese whispers game played by children all over the 
world serves as a good illustration of this principle. 
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Our perception of information is based on the filters that 
we develop during childhood, which are formed as a 
result of our cultural and social background. Moreover, 
our brain, in an effort to process information in a more 
efficient manner, constantly omits and generalises our 
experiences, which can lead to miscommunication. 

Security professionals have to be aware of their 
assumptions. Understanding past experiences and how 
they affect the communication and decision-making 
process helps to build important self-awareness. This is 
the first step in developing effective communication 
skills, such as active listening. 

Active listening is one of the most important, yet 
underappreciated, communication techniques. Despite 
common belief, it doesn’t only involve reiterating 
messages and asking semi-relevant questions. It actually 
happens on a deeper level. 

When listening actively, one tries to understand the real 
problem by not jumping to conclusions and eagerly 
attempting to propose a solution too soon. Listening in 
this manner expends a great deal of mental effort, and 
prevents tunnel vision around our own assumptions and 
stereotypes. 

One must be fully engaged in the present conversation, 
which requires minimising all external distractions, such 
as phone and emails, as well as making sure that the 
message is understood. Additionally, particular word 
choices, tone of voice, gestures and facial expressions can 
be useful non-verbal cues. 
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In fact, research suggests that tone of voice, gestures and 
other non-verbal factors carry much more meaning for 
humans than actual words.10 This could be due to the 
evolution of our fight-or-flight decision-making 
processes, which have developed over millennia by 
reading body language. 

Active listening incorporates both verbal and non-verbal 
aspects of communication. This can help security 
professionals to understand business users, which in turn 
would be valuable both in implementing security policies 
and in gaining the necessary support. 

To explore this question further, I interviewed Jitender 
Arora, Information Security and Risk Executive at a 
major bank. His experience in managing large-scale 
global information security programmes as a chief 
information security officer will help us to better 
understand the issues related to stakeholder management. 

“One thing I always do in any programme,” he begins, “is 
approach stakeholders, including user groups, in their 
working environment, and make them feel comfortable.” 

He builds rapport as a first step, then suggests using active 
listening to gain insight into your stakeholders’ problems, 
their preferences, what they would like to retain and what 
they would wish to modify. By approaching any change 
from a psychological perspective and encouraging 
stakeholder involvement, people feel that they have 
largely contributed to the creation and design of the 
                                                 
10 Albert Mehrabian and Susan R. Ferris, “Inference of 
Attitudes from Nonverbal Communication in Two Channels”, 
Journal of Consulting Psychology, 31(3), 1967, 248–252. 
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security changes. As a result, security professionals will 
gain advocates in support of the programme and prevent 
blockers, which are critical success factors for any such 
engagement. 

At the end of the day, security professionals help to make 
the business secure. This can be achieved more easily 
when people cooperate with the security team, rather than 
trying to sabotage the project. 

Arora also supports this point. He argues that security 
mechanisms usually change the way that people operate. 

“A very simple example would be when implementing a 
control in terms of how people access production systems. 
If you go into an organisation in which their practices 
have been acceptable for the past ten years, and you 
suddenly tell them that they can no longer follow the same 
practice, you are, in a way, taking a privilege away from 
them and they will react accordingly.” 

Arora uses the following analogy: “If I suddenly tell my 
son, who normally watches one hour of TV a day for the 
past several years, that he cannot watch it without asking 
permission every time, and not more than thirty minutes 
from now on, he will not like it and will most likely rebel 
and show his displeasure.” 

In order to avoid such reactionary behaviour, a change in 
control implementation must be managed appropriately 
and mapped to policies, which have been aligned to the 
business drivers and supported by senior management. 
We will cover this in more detail in the next chapter. 
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CHAPTER 5: INFORMATION SECURITY 
GOVERNANCE 

In today’s corporations, information security professionals 
have a lot on their plate. While facing constantly evolving 
cyber threats, they must comply with numerous laws and 
regulations, protect the company’s assets and mitigate 
risks to the furthest extent possible. In order to 
successfully address these concerns, they must first 
establish desired practices which form the basis of 
company policies. 

In a traditional sense, a policy is a document that provides 
a high-level overview of how company processes should 
operate in a secure manner. It defines the goal of the 
information security programme, which in turn supports 
the business strategy and vision. It also serves a number 
of other purposes such as defining roles and 
responsibilities and demonstrating the commitment of 
senior management. 

Such a high-level approach can be very beneficial in cases 
where a security professional wishes to describe the value 
of security to a board of directors, but it may also have 
some serious limitations. The information contained can 
be too vague, or not well enough understood, to allow a 
particular control to be easily implemented. For example, 
stating that the network must be protected does not 
provide the necessary detail for a network security 
administrator to configure a firewall. It is common to find 
that many security policies are not followed simply 
because they are not fully understood. 
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Standards can be used to regulate the approach to security 
across an organisation, preventing a company from 
implementing conflicting or redundant solutions across 
various branches or departments. 

A security professional might consider creating a set of 
guidelines to support the standards. Guidelines are not 
mandatory; they simply outline a set of best practices, 
which people are encouraged to follow. 

Security professionals will usually have to create a series 
of procedures, i.e. a set of basic steps which aids the 
implementation of policies and standards. 

 

Figure 7: Policy hierarchy 

For the purpose of this book, we will refer to all these 
documents as security policies. 
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ITG RESOURCES 

IT Governance Ltd sources, creates and delivers products 
and services to meet the real-world, evolving IT 
governance needs of today’s organisations, directors, 
managers and practitioners.  

The ITG website (www.itgovernance.co.uk) is the 
international one-stop-shop for corporate and IT governance 
information, advice, guidance, books, tools, training and 
consultancy. 

Publishing Services 

IT Governance Publishing (ITGP) is the world’s leading 
IT-GRC publishing imprint that is wholly owned by IT 
Governance Ltd.  

With books and tools covering all IT governance, risk and 
compliance frameworks, we are the publisher of choice 
for authors and distributors alike, producing unique and 
practical publications of the highest quality, in the latest 
formats available, which readers will find invaluable.  

www.itgovernancepublishing.co.uk is the website 
dedicated to ITGP. Other titles published by ITGP that 
may be of interest include: 

• Build a Security Culture 

www.itgovernance.co.uk/shop/p-1687-build-a-
security-culture.aspx 

• The Security Consultant’s Handbook 

http://www.itgovernance.co.uk/
http://www.itgovernancepublishing.co.uk/
http://www.itgovernance.co.uk/shop/p-1687-build-a-security-culture.aspx
http://www.itgovernance.co.uk/shop/p-1687-build-a-security-culture.aspx
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www.itgovernance.co.uk/shop/p-1726-the-security-
consultants-handbook.aspx  

 

• Information Security: A Practical Guide 

www.itgovernance.co.uk/shop/p-1701-information-
security-a-practical-guide-bridging-the-gap-
between-it-and-management.aspx 

We also offer a range of off-the-shelf toolkits that give 
comprehensive, customisable documents to help users 
create the specific documentation they need to properly 
implement a management system or standard. Written by 
experienced practitioners and based on the latest best 
practice, ITGP toolkits can save months of work for 
organisations working towards compliance with a given 
standard. 

To see the full range of toolkits available please see: 

www.itgovernance.co.uk/shop/c-129-toolkits.aspx.  

Books and tools published by IT Governance Publishing 
(ITGP) are available from all business booksellers and the 
following websites: 

www.itgovernance.eu www.itgovernanceusa.com 

www.itgovernance.in www.itgovernancesa.co.za 

www.itgovernance.asia. 

Training Services 

Staff training is an essential component of the information 
security triad of people, processes and technology. IT 

http://www.itgovernance.co.uk/shop/p-1726-the-security-consultants-handbook.aspx
http://www.itgovernance.co.uk/shop/p-1726-the-security-consultants-handbook.aspx
http://www.itgovernance.co.uk/shop/p-1701-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernance.co.uk/shop/p-1701-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernance.co.uk/shop/p-1701-information-security-a-practical-guide-bridging-the-gap-between-it-and-management.aspx
http://www.itgovernancepublishing.co.uk/toolkits.aspx
http://www.itgovernance.co.uk/shop/c-129-toolkits.aspx
http://www.itgovernance.eu/
http://www.itgovernanceusa.com/
http://www.itgovernance.in/
http://www.itgovernancesa.co.za/
http://www.itgovernance.asia/
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Governance’s ISO27001 Learning Pathway provides 
information security courses from Foundation to 
Advanced level, with qualifications awarded by IBITGQ.  

Many courses are available in Live Online as well as 
classroom formats, so delegates can learn and achieve 
essential career progression from the comfort of their own 
homes and offices. Delegates passing the exams 
associated with out ISO27001 Learning Pathway will gain 
qualifications from IBITGQ, including CIS F, CIS IA, 
CIS LI, CIS LA, CIS RM and CIS 2013 UP. 

For more information about IT Governance’s ISO27001 
Learning Pathway, please see: 
www.itgovernance.co.uk/iso27001-information-security-
training.aspx.  

Professional Services and Consultancy 

Implementing, maintaining and continually improving an 
information security management system (ISMS) can be 
confusing. Companies that focus solely on compliance 
without appropriately tailoring their security policies to 
their business needs frequently find their efforts actually 
provide a poor return on investment: employees can come 
under strain when poorly implemented security controls 
prevent them from performing their core business tasks, 
forcing them to find ways of circumventing security 
measures, and putting the company at risk. 

http://www.itgovernance.co.uk/iso27001-information-security-training.aspx
http://www.itgovernance.co.uk/iso27001-information-security-training.aspx
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Fortunately, IT Governance’s consultants offer a 
comprehensive range of flexible, practical project support 
packages to help organisations of any size, sector or 
location to implement an ISMS appropriate to their needs 
while achieving certification to ISO 27001. 

For more information on our ISO 27001 consultancy 
service, please see: 
www.itgovernance.co.uk/iso27001_consultancy.aspx.  

For general information about our other consultancy 
services, including for ISO20000, ISO22301, Cyber 
Essentials, the PCI DSS, data protection and more, please 
see: www.itgovernance.co.uk/consulting.aspx.   

Newsletter 

IT governance is one of the hottest topics in business 
today, not least because it is also the fastest moving. 

You can stay up to date with the latest developments 
across the whole spectrum of IT governance subject 
matter, including; risk management, information security, 
ITIL and IT service management, project governance, 
compliance and so much more, by subscribing to ITG’s 
core publications and topic alert emails.  

Simply visit our subscription centre and select your 
preferences: www.itgovernance.co.uk/newsletter.aspx. 

 

http://www.itgovernance.co.uk/iso27001_consultancy.aspx
http://www.itgovernance.co.uk/consulting.aspx
http://www.itgovernance.co.uk/newsletter.aspx
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