
HOW ARE THE C-SUITE FAILING CYBER SECURITY?

Organisations need to protect themselves from cyber-related 
failures and errors, and malicious cyber attacks.

How does your organisation 
measure up against BS 31111?

Assess your organisation’s cyber security stance and 
establish areas in need of development with the new 

BS 31111 Gap Analysis Tool. 

Good practice 
for boards, 
senior 
executives 
and risk 
managers. 

Guidance on 
building 
cyber 
resilience.

Understand 
information 
technology 
risks.

Demonstrates 
that cyber 
security 
measures are 
effective, 
resilient and 
mature.

Eliminate cyber failures and establish a strong cyber security stance 
with essential guidance from the BS 31111 standard: 

BS 31111: 2018
Gap Assessment Tool

This can be achieved with a STRONG cyber security stance.

Chief Information Security 
Officer (CISO) 

As soon as the organisation has one 
of these, everyone else can tends to 
forget cyber security. 

“It’s the 
CISO’s fault 
if it goes 
wrong.”

Chief Risk Officer (CRO)

Too many risk regimes stop at 
completing the risk assessment. 

They will be the ones saying, 
“I told you so” during the aftermath.

“I told you 
so.” (but 
didn’t do 
anything 
about it)

Chief Information Officer (CIO)

Translates business needs into IT services,  
and vice versa.

If they don’t fully understand and embrace 
cyber security/risk, it’s not going to end well.

Too often, cyber risk is being managed solely by IT. 
However, the risks need to be recognised and addressed by 
the wider governance and risk management processes that involve 
other management functions across the organisation 
– i.e. the C-Suite.

We have taken a slightly tongue-in-cheek look at how each role 
could potentially undermine a cyber security stance: 

deadly 
C-Suite cyber 
failures

Chief Audit Officer  (CAO) or 
Chief Compliance Officer (CCO)

Do they have the independence, integrity and 
strength of character to identify a potentially 
big issue?

Do they have the correct competences in 
their team to identify them?

Chief Technology Officer (CTO)

Spends the IT budget, typically without 
communicating with the CRO/risk team.

Chief Privacy Officer (CPO)

Given how hot privacy is, and the number of 
vacancies being advertised, they may not be in 
the post long enough for anyone to know what 
their remit is or if they delivered. 

They can divert much-needed resources from 
cyber security to the privacy management 
programme. 

Chief Financial Officer (CFO) 

Determines the spend on cyber insurance, if 
only anyone understood if it will ever pay out 
when called upon.

Find out more

https://www.itgovernance.co.uk/shop/product/bs-31111-gap-analysis-tool
https://www.itgovernance.co.uk/shop/product/bs-31111-gap-analysis-tool
https://www.itgovernance.co.uk/shop/product/bs-31111-gap-analysis-tool

