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IS YOUR ORGANISATION’S 
INFORMATION SECURE?
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WOULD YOU COMPLY TODAY 
TO THE ISO 27001 STANDARD?
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IN MOST CASES TODAY THE ANSWER WOULD BE 
…NO!

Are you aware that…

…NO!

• 87% of UK businesses today are highly dependant on electronic information
and the systems that process it

• 94% of businesses had a security incident last year9 % o bus esses ad a secu ty c de t ast yea

• The UK Cabinet Office requires all central government departments to 
appoint a Senior Information Risk Owner at Board level

• The ODPM is actively encouraging local government to meet national 
standards for information security

Source: DTI Report “UK's Information Security Breaches Survey 2004”
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Vigilant Software Ltd

a joint venture company formed by… 

Top Solutions (UK) Ltd an award winningTop Solutions (UK) Ltd …an award winning 
market leader in software development for managing 

opportunities, risks and business continuity

and

IT Governance Ltd 
…globally acknowledged as a leading authority on IT 
governance and information security
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WHAT IS ISO 27001?
Objective: to align information security management with businessObjective: to align information security management with business 

compliance and risk reduction objectives

• Focuses on the availability, confidentiality and integrity of 
i ti l i f ti d l th i k l t t thorganisational information; and only on those risks relevant to the 

business justified financially & commercially through a risk assessment

• ISO 27001 is a management standard not a technical standard; a keyISO 27001 is a management standard not a technical standard; a key 
pillar of corporate governance & best practice

• ISO 27001 is the standard for ISMS (Information Security Management 
S t ) d h l id tif d d th f i k tSystem) and helps identify, manage and reduce the range of risks to 
which information is regularly subjected
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BENEFITS - ISO 27001 CERTIFICATION
• Providing a framework for resolving security issues; focusing only on g g y g y

those relevant to your specific organisation

• Enhancing the confidence and perception of your clients, stakeholders 
and partners

• Increasingly become a differentiator in contract tenders

• Breeding internal and external confidence in the management of risk 
within your organisation

• Increasing security awareness throughout the business via staff training 
and involvement

• Helping develop best practice

• Helping adherence to the Standard proving business continuity is 
managed professionally and vigilantly in the event of a catastrophe

continued…
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Ri k t t l t i iti l / i ISO 27001 tifi ti th

BENEFITS - ISO 27001 CERTIFICATION (CONTINUED)

• Risk assessments are central to initial / ongoing ISO 27001 certification they

• …must be carried out in line with the specific steps set out in the Standard

• …must be carried out at individual asset level with a structured analysis of y
threats, vulnerabilities and impacts to acceptable levels of risk

• …must be recorded and repeat assessments must give comparable results

• VSRisk is an outstanding product thatRisk is an outstanding product that

• …was designed with the user in mind

• …automates and simplifies the user experience of this essential process

• …offers online support and feedback as standard
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vsRisk: Unique Features
• Automates and delivers an ISO/IEC 27001-compliant risk assessment; 
• Uniquely, vsRisk™ can assess confidentiality, integrity & availability for each of the business, legal 

and contractual aspects of information assets – as required by ISO 27001 
• Comprehensive best-practice alignment: 

• Supports ISO/IEC 27002 and ISO/IEC27001:2005 
• Complies with BS7799-3:2006 
• Complies with ISO/IEC27005 
• Complies with NIST SP 800-30
• Complies with the UK’s Risk Assessment Standard 

• Wizard-based approach simplifies and accelerates the risk assessment process; 
• Integrated, regularly updated, BS7799-3 compliant threat and vulnerability databases; 
• Customisable assessment scales and risk acceptance criteria; 
• Contains all ISO 27001/ISO 27002 controls with additional control databases available; 
• Produces an audit-ready Statement of Applicability; 
• Backup and restore capability; p p y;
• Clear, clean user interface with integrated help, making the tool easy-to-use 

It also integrates with the ITG ISMS Documentation Toolkit (integration templates supplied 
separately to all Documentation Toolkit purchasers). 

=   Availability, Confidentiality and Integrity of Data   =   Compliance   =   Peace of Mind

p y p )



“The definitive risk assessment tool for ISO 27001 certification”
Copyright © Vigilant Software Ltd  2010

KEY FEATURES

• Asset by asset ID of threats and vulnerabilities

• A process to assign all relevant ISO 27001 Annex A controls• A process to assign all relevant ISO 27001 Annex A controls

• Easily import additional controls to deal with additional risks

• Integrated threats and vulnerability databases

• These databases are continually updated to ensure that they are the most 
up to date available anywhere with one year of free updates built into 
price

• Customisable management scale and risk acceptance criteria

• Helps define the scope and business requirements, policy and objectives
for the ISMS

• Wizard-based approach to simply and accelerate the process for 
undertaking risk assessmentsu de ta g s assess e ts

• Produces an audit-ready Statement of Applicability

• Detailed gap analysis helps drive forward the risk treatment plan
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KEY FEATURES (continued)

• Integrated audit trail and comparative history

• Helps develop an ISMS asset inventory

• Capture business, legal and contractual requirements against each 
asset

• Ability to assess confidentiality, integrity and availability against each 
asset

• Inbuilt intuitive help feature

• Asset monitor allows asset owners to import and export asset 
information

• Backup and restore capability

• Simplifies a business-critical but complex task – meaning external 
training not required
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• Supports and complies with ISO 27001, ISO 17799 and BS7799-3 information 
security and risk assessment standards

GENERIC BENEFITS 

y

• Customisable by client to meet specific needs when introducing new risks, 
vulnerabilities and controls without the additional cost of involving consultants or 
developers

• Control deficiencies quickly identified by integrated Gap Analysis tool preventing 
costly failures downstream…….if sufficient controls are not robust enough then 
Gap Analysis alerts client of this situation

• Highly searchable audit trail and version tracking ensuring the right information is 
quickly accessible providing mandatory compliance feature plus huge savings in 
time and cost

• Leads to better informed decision making; impacting on performance, continuity,Leads to better informed decision making; impacting on performance, continuity, 
profitability and business value

• Protects integrity and reputation with minimum implementation and 
training……..increasing confidence of suppliers and customers at affordable cost
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• Software generates consistent results in line with compliance

GENERIC BENEFITS (continued)

Software generates consistent results in line with compliance 
requirements………ISO27001 involves regular continuous assessment

• Associated support available from the industry experts as VSRisk is a tool 
developed by acknowledged risk management expertsp y g g p

• Facilitates asset management via asset inventory build…….spin-off benefit 
of asset inventory for other purposes e.g. investment planning, auditing, 
hardware security etc

• Asset inventory is built automatically by involving all asset owners in the 
business or organisation…….introduces benefit of risk appreciation and 
ownership throughout the organisation

• Archived results uniquely make the tool’s output comparable and 
reproducible ensuring compliance and significant time savings
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If you have any questions or require y y q q
a demonstration please phone…

0845 070 1750

or email…

servicecentre@itgovernance.co.uk
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