PCI DSS Documentation Templates and Toolkit

If you don't already have it, you will need to get a copy of the PCI DSS, as this is
what you are complying with. Accept the PCI DSS license agreement and
download the PCI DSS v2 directly from:
https://www.pcisecuritystandards.org/security standards/pcidss agreement.php

www.itgovernance.co.uk/pci dss.aspx is a one-stop-shop for information and
resources relating to PCI DSS compliance.

Note: copyright in the following documents (all of which are contained in the
Third Party Documents folder) is owned by the originators of the documents
themselves (as indicated in parentheses below and in the documents themselves)
and IT Governance Ltd has included them in this toolkit free of charge and purely
as a service to users. IT Governance Ltd is making no charge at all for including
these documents within this toolkit and simultaneously accepts no liability
whatsoever for their contents. All these documents are freely available on the
Internet and from the PCI SSC website and, while they are currently considered
to be current and up to date, IT Governance Ltd makes no undertaking
whatsoever in terms of their contents or maintaining their currency.

1. PCI DSS v2 Summary of Changes
2. PCI DSS v2 Summary of Changes Highlights
3. PCI DSS Self-Assessment Questionnaire A v2 (PCI Security Standards

Council)

4. PCI DSS Self-Assessment Questionnaire B v2 (PCI Security Standards
Council)

5. PCI DSS Self-Assessment Questionnaire C v2 (PCI Security Standards
Council)

6. PCI DSS Self-Assessment Questionnaire C-VT v2 (PCI Security Standards
Council)

7. PCI DSS Self-Assessment Questionnaire D v2 (PCI Security Standards
Council)

8. PCI DSS Attestation of Compliance — Merchants (PCI Security Standards
Council)

9. PCI DSS Attestation of Compliance — Service Providers (PCI Security
Standards Council)

10. PCI DSS Glossary v2 (PCI Security Standards Council)

11. PCI DSS Navigating the DSS v2 (PCI Security Standards Council)

12.PCI DSS SAQ Instruction Guide v2.0 (PCI Security Standards Council)

13. PCI Data Storage Do’s and Don'ts (PCI Security Standards Council)

14. Overview of the PCI DSS Wireless Guidelines (PCI Security Standards
Council)

15. Wireless Guidelines (PCI Security Standards Council)

16. PCI DSS Applicability in an EMV Environment v1.0 (PCI Security Standards
Council)

17.Initial Roadmap: Point-to-Point Encryption Technology and PCI DSS
Compliance v1.0 (PCI Security Standards Council)

18. Requirement 11.3 Penetration Testing v1.2 (PCI Security Standards
Council)

The following documents constitute the IT Governance PCI DSS v2.0 Template
Toolkit; the copyright in these documents is owned by IT Governance Ltd and its
use is licensed in terms of the Licence Agreement contained within this toolkit.

1. PCI DSS Toolkit User Instructions v2 (USER 2) - read this first!

2. Completing the SAQ (USER 3)
3. Mapping of PCI DSS v2.0 requirements to ISO/IEC 27001:2005
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4. Control of Documents DOC ISMS 1

5. Control of Records DOC ISMS 2

6. Internet Acceptable Use ISMS DOC 7.2

7. Rules for Use of Email ISMS DOC 7.3

8. Information Security Responsibilities v2 PCI DOC 4.6
9. Cardholder Data policy v2 PCI DOC 5

10. Information Security Policy PCI DOC 5.1

11. Service Providers PCI DOC 6.8

12. Acceptable Usage Policies Template PCI DOC 7.20
13. Training Programme PCI DOC 8.0

14. Physical Security Policy v2 PCI DOC 9.1

15. Operational Security Policy v2 PCI DOC 10

16. Testing Systems & Processes v2 PCI DOC 10.10
17. Controls against Malware v2 PCI DOC 10.12

18. Monitoring Procedure v2 PCI DOC 10.18

19. Firewall & Router Policy v2 PCI DOC 10.19

20. System Configuration v2 PCI DOC 10.21

21. Access Control Policy PCI DOC 11.1

22.Password Policy PCI DOC 11.2

23. User Access Management v2 PCI DOC 11.3

24. Individual User Agreement v2 PCI DOC 11.4

25. Network Access Policy PCI DOC 11.7#

26. Key Management v2 PCI DOC 12.2

27. Application and System Development Policy V2 PCI DOC 12.3
28. Responding to Infosec Incidents v2 PCI DOC 13.2
29. Data Retention Policy v2 PCI DOC 15.2

30. Change Request PCI REC 10.3

31.Key Custodian Form PCI REC 12.2

Change history

Issue 1 19 November 2007 Initial issue

Issue 2 13 June 2008 Updates to sections 4 and 16

Issue 3 2 March 2009 Update to PCI DSS v1.2, addition of various
policies and procedures

Issue 4 15 December 2010 Update to PCI DSS v2.0, alignment with ITG

Toolkit Suite, addition of various policies and procedures
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