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FOREWORD 

The increasing dependence of organisations on IT systems 
and the growing range of threats they face, from an act of 
nature to a terrorist attack, means that organisations that are 
unprepared for the worst will not usually survive the 
unexpected. Therefore, over the last ten years disaster 
recovery and business continuity have become critical 
business issues. 

Business continuity is one of the most important areas of 
operational risk. This was recognised by the regulatory 
authorities in the Basel Accord, legislation from the UK’s 
Companies Act 2006 and the US Sarbanes-Oxley Act, 
which all require an organisation’s directors to take 
appropriate action to identify and deal with operational risk. 
A significant development for companies that wish to 
identify and apply best management practice in mitigating 
this risk was the emergence of the British Standard 
BS25999, which was the world’s first formal Standard for 
Business Continuity Management (BCM). It contained both 
the code of practice and specification for a management 
system against which an organisation can achieve third 
party accredited certification. BS25999 was replaced by 
ISO/IEC 22301 in 2012, which enables organisations to 
demonstrate to their customers and partners their planned 
business resilience, and those that have such a certificate 
will inevitably gain a competitive advantage over those that 
don’t.  

In the US, ISO/IEC 22301 feeds into the voluntary private 
sector preparedness (PS-Prep) accreditation and 
certification scheme, which is a nationally recognised 
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programme to develop excellence in disaster recovery and 
business continuity planning. 

For smaller organisations, this book is a welcome guide to 
all the key aspects of disaster recovery and business 
continuity. 

 

Alan Calder 
 
Founder and Executive Chairman 
IT Governance Ltd.  
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PREFACE 

DR and BC are often considered to be a costly, complex 
and over complicated task that can only be handled by 
specialists. Executives and managers of small or  
medium-sized organisations and IT departments often live 
with the misconception that such activities are beyond their 
expertise or affordability, and are perhaps considered to be 
optional academic subjects that are only applicable to larger 
organisations. Consequently, many of those who are 
responsible for continuing with business as usual (BAU) 
may live with the constant fear and the never-ending 
question of how to protect their business in the event of a 
disaster, and who would help if such a disaster should 
occur. This book simplifies the procedures and processes 
used to successfully implement a workable DR and BC 
plan. It removes any doubts or uncertainties about how it 
can be easily achieved with the help of a simple 
combination of qualified internal members of staff, 
contractors, external consultants and some common sense. 

It provides a short description and explanation of the 
various DR and BC terms and concepts used. The book 
draws on the best management practice contained in 
ISO22301, the latest Standard, to ensure that organisations 
of any size are able to benefit from its guidance. 

Some chapters provide examples of IT and non-IT disasters 
that could strike an organisation at any time, and may be 
elaborated on with the use of a fictitious organisation called 
RockSolid Corp. 

Unless stated otherwise, the names of any companies or 
people mentioned in any examples are fictitious. Where 
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names of actual companies and products are mentioned, 
they are the trademarks of their respective organisations. 

 
Thejendra B.S 
January 2014 
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CHAPTER 1: INTRODUCTION TO DISASTER 
RECOVERY AND BUSINESS CONTINUITY  

‘Meet success like a gentleman and disaster like a man.’ 

Frederick Edwin Smith (1872-1930) 

 

During the last decade, organisations have undergone huge 
technical and non-technical transformations, and in the last 
few years the business world has changed significantly.  
Regardless of the industry, more and more organisations 
around the world are operating 7 days a week, 24 hours a 
day. Competition has increased dramatically, and multiple 
options for a customer’s demand are available at the click 
of a mouse. Even a small organisation with only a few staff 
members depends on technology to compete globally in 
order to remain in business, which is of paramount 
importance to every organisation. It’s almost impossible to 
run any organisation without the use of a computer or 
telecom-related technology, and this can’t be achieved 
using the same methods and processes that were used five 
or ten years ago. For example, any organisation today will 
require computers, databases, internet access, e-mail, web-
hosting and telephones for running its business. 
Furthermore, the advancement in new technology and its 
ready availability has enabled an organisation to implement 
and use it to great effect just to continue with business as 
usual.  

Although an organisation may have implemented modern 
technologies, they may, or may not have the expertise to 
support them internally. As a result, there is a high 
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dependence on external, qualified contractors and service 
providers that can provide timely and efficient service for 
various mission critical IT functions of an organisation. 

Today, because of the numerous technical 
interdependencies that have become a necessity in all areas 
of business, no organisation is immune to risk. Therefore, 
preventing, minimising and avoiding the risk of all types of 
unexpected disaster or threat has become particularly 
important. Traditional methods of protection may have 
been by means of an insurance policy. This would provide 
cover and protection against damage to key equipment, for 
example, in the event of a fire or flood, or any other event 
which the policyholder may have opted for. However, 
today’s business needs and requirements demand more than 
this, or simply ‘hoping for the best’. An organisation has to 
protect itself from the ever increasing number of physical 
and virtual threats and risks. 

With so much dependence on technology, those responsible 
are constantly faced with the same questions, such as: 

• How can one manage predictable disasters striking an 
organisation? 

• Who is best qualified to protect an organisation?  

• What qualifications and mindset does one need to work 
in a DR and BC department?  

• Where and how can one find or identify such people?  

Who should read this book? 
This book is aimed at anyone who is directly or indirectly 
involved with disaster recovery or business continuity. If 
you belong to one of the groups mentioned below then you 
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will find this book extremely useful. Though the book is 
aimed at small and medium organisations the concepts hold 
good for large organisations too.  

• IT managers 

• Chief technical officers or chief information officers 

• Business managers and consultants 

• Board members 

• Risk and safety officers 

• IT consultants 

• Anyone who has been assigned the responsibility 
for overseeing DR and BC for their organisation. 

What is a disaster? 
A disaster is generally considered to be ‘an occurrence 
causing widespread destruction and distress, or a 
catastrophe’. In a business environment, any event or crisis 
that adversely affects or disables an organisation’s ability to 
continue with business as usual is a disaster.  

According to various surveys and studies conducted by 
agencies like DRJ (Disaster Recovery Journal) and 
Forrester Research, many organisations worldwide go out 
of business every year because of a disaster - many of 
which were fully preventable. Many small organisations are 
often unable to recover from a major disaster, and even 
larger organisations may find it difficult. As a result, it is 
vital that organisations constantly minimise all predictable 
and controllable risks and ensure that they have a properly 
tested disaster recovery plan in place, should an event 
occur. A disaster recovery plan is now a mandatory audit 
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and compliance requirement in many organisations. 
Naturally, organisations won’t be able to safeguard 
themselves against all types of disasters, but they can 
definitely prevent and safeguard their business against 
many of the more common types. 

Disasters can occur in a variety of forms, as demonstrated 
by the following examples.  As mentioned earlier, a 
fictitious company called RockSolid Corp is used in many 
examples throughout this book… 

 
Want to read more? 

You can buy the whole book from: 
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