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PREFACE 

One of the most dramatic recent developments in 
computing has been the rapid take-up of cloud 
applications. There is no sign of this diminishing, 
with the increasing proliferation of small, mobile 
devices which presuppose always-on internet 
connections and rely heavily on the cloud. 

The business advantages of the cloud are clear, 
both for the provider and the user. The provider 
can move to a subscription model for small users 
as well as large. The user gets the flexibility of 
being able to access both data and applications 
from any location, avoids much of the burden of 
applying security or productivity upgrades to their 
software and has the option of multi-platform 
access to an integrated set of data. 

Cloud usage is continuing to expand. It is 
suggested1, for example, that the market has 
grown at least three-fold between 2008 and 2014, 
and that over 86% of businesses are already using 
some type of cloud computing. This is no longer 
just a toe in the water. Highly confidential and 
business-critical data is routinely placed in the 
cloud. There are predictions that over 50% of all 
information technology will be in the cloud within 
ten years. 

Since May 2013, central government departments 
have been subject to a 'cloud first' policy that 
                                                                 
1 Figures are being constantly produced. Any references 
given here would be quickly out of date. 
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requires them to consider cloud-based IT solutions 
before other options. These departments can only 
deviate from using cloud-based IT solutions when 
they can show that alternative offerings provide 
better value for money than products and services 
available through the central platform.  

The range of applications provided in the cloud is 
still growing. Data exchange, collaboration tools 
and backup have now been joined by services that 
provide the full range of desktop packages, 
including databases, word processing and 
spreadsheets, by communication tools for bulk 
email, surveys, event bookings and the like, and of 
course by social media. 

As with all technologies, the legal and practical 
implications are not always immediately apparent, 
and unexpected problems can be thrown up. Cloud 
computing does not sit easily with our current data 
protection law – hardly surprising when we 
consider that the World Wide Web itself was in its 
infancy when EU Directive 95/46/EC was agreed 
in 1995. The UK’s Data Protection Act 1998 is 
based directly on 95/46/EC. 

The consequences of a data protection failure can 
be considerable. Firstly, of course, to the 
individuals affected: cases have occurred, 
thankfully rarely, where serious physical harm has 
been directly caused through a failure to prevent 
data falling into the wrong hands, while other 
damage, including financial, is more common. For 
the organisation responsible, the consequences 
include not just enforcement action – including 
financial penalties – but also the loss of reputation 
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and the impact on brand integrity and customer 
loyalty that follow from the publicity given to 
serious breaches. 

The ease with which data can be moved around the 
Web and the user’s day-to-day (in fact second-to-
second) reliance on the performance of cloud 
providers, does make data protection compliance 
more challenging than it might be when data is 
sitting firmly under control on an in-house server. 

Some of the challenges may be addressed if, and 
when, the EU has completed its overhaul of its 
data protection regime. At the time of writing it is 
not clear when this will be concluded, or how 
much of the current draft will make it through to 
the final version. The proposed changes are 
discussed in Chapter 9, but it is unlikely that they 
will remove the risks inherent in the fundamental 
nature of cloud computing. 

If these risks are managed properly they need not 
be show-stoppers. The benefits of cloud 
computing are certainly tempting. The important 
thing is to be fully aware of the risks and to take 
appropriate action before deciding to put valuable, 
confidential data into the cloud. 
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INTRODUCTION 

 

This book is intended to be an introduction to the 
risks involved in cloud sourcing, and to enable 
managers to ask the right questions. Suggestions 
are offered for the kind of risks an organisation’s 
use of the cloud might generate, and the kind of 
remedial measures that might be taken. These are 
given as examples only and are not intended to be 
a substitute for qualified legal or technical advice. 
Other publications from ITGP, listed at the end of 
this book, address security in more detail. 

Cloud security has to be a joint effort between the 
provider and the customer. The customer must 
select a provider with adequate security and other 
provisions; many of the topics discussed here will 
therefore be of equal interest to cloud providers. 
However, the customer’s responsibilities go 
further. Without a well-functioning information 
security process in place, selection of a secure 
cloud provider is only a half-measure. 

In order to emphasise where the responsibility for 
data protection compliance normally lies, the 
customer for cloud services is more-or-less 
interchangeably referred to in this publication as 
the Data Controller. 

The Data Protection Act 1998 is generally referred 
to as ‘the Act’ in this publication. 

This is a UK-focused title, based on UK legislation 
and experience, and will therefore be of relevance 
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to any organisations that need to operate under the 
UK Data Protection Act. 

Since the web addresses of individual documents 
can change, references are generally given to the 
parent website, with suggestions on how to locate 
the specific document. 
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CHAPTER 1: BACKGROUND – THE DATA 
PROTECTION PRINCIPLES 

As most readers probably know, the Data 
Protection Act is based on eight legally-binding 
principles. Being principles rather than precise 
stipulations, these describe the outcome that must 
be achieved, not the means of doing so. Every 
organisation has a significant degree of flexibility 
in deciding how to comply. 

The Act applies to the whole lifecycle of 
information, from its original collection to its final 
destruction. See the definition of ‘processing’ 
below. 

It is usually necessary to be able to demonstrate, 
through policies and procedures, staff training and 
other measures, how an organisation ensures that 
all of its actions comply with the principles. A 
failure to comply with the principles is a breach of 
the Act. Any harm suffered by individuals as a 
result of a breach could lead to a claim for 
compensation and the Information Commissioner 
has powers to impose a financial penalty of up to 
£500,000 or to take other enforcement action in 
respect of serious breaches of the Act. 

Familiarity with the principles is therefore an 
essential element in assessing the risks that might 
be posed by the use of cloud services and the 
mitigating actions that might be necessary. 
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Data protection principles 

These are quoted from the Data Protection Act 
1998, Schedule 1, Part I. 

1. Personal data shall be processed fairly and 
lawfully and, in particular, shall not be 
processed unless – 

 a) at least one of the conditions in Schedule 
2 [see below] is met 

  and 

 (b) in the case of sensitive personal data, at 
least one of the conditions in Schedule 3 is 
also met. [Schedule 3, as subsequently 
amended by Statutory Instrument, contains 
around 20 conditions, more restrictive than 
those in Schedule 2. For the purposes of this 
publication it is sufficient to assume that 
particularly great care should be taken with 
records that include ‘sensitive personal 
data’ – defined below.] 

2. Personal data shall be obtained only for one 
or more specified and lawful purposes, and 
shall not be further processed in any manner 
incompatible with that purpose or those 
purposes. 

3. Personal data shall be adequate, relevant and 
not excessive in relation to the purpose or 
purposes for which they are processed. 

4. Personal data shall be accurate and, where 
necessary, kept up to date. 
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5. Personal data processed for any purpose or 
purposes shall not be kept for longer than is 
necessary for that purpose or those purposes. 

6. Personal data shall be processed in 
accordance with the rights of data subjects 
under this Act. 

7. Appropriate technical and organisational 
measures shall be taken against unauthorised 
or unlawful processing of personal data and 
against accidental loss or destruction of, or 
damage to, personal data. 

8. Personal data shall not be transferred to a 
country or territory outside the European 
Economic Area unless that country or 
territory ensures an adequate level of 
protection for the rights and freedoms of 
data subjects in relation to the processing of 
personal data. 

Implications of the data protection principles for 
cloud computing 

All the data protection principles are aimed firstly 
at preventing harm to individuals, and secondly at 
ensuring that they are treated fairly whenever their 
data is used. 

Two of the principles are particularly relevant to 
cloud computing: 

• Principle 7, which says you must have 
appropriate security, and 

• Principle 8, which controls the transfer of 
data abroad. 
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Subsequent chapters look at all of the principles in 
the context of cloud computing. The table below 
indicates their relative risk profile in relation to 
cloud computing. This does not imply that these 
risks would have the same ranking in other 
contexts. Principles 7 and 8 are considered first 
and in detail; the remaining principles are 
discussed in Chapter 6. 
 
Principle Risk rank Comment 

1. Fairness Low 
(Medium) 

No different from  
in-house 
considerations unless 
cloud provider also 
captures personal data 
for own purposes 

2. Limited 
purposes 

3. Adequacy 

Medium 

Minor implications if 
the design of the 
cloud application does 
not support good data 
quality 

4. Accuracy 

5. Retention Low No different from  
in-house 
considerations 

6. Data 
subject rights 

Medium Possible minor 
implications for 
subject access 

7. Security Very high Significant additional 
risks from cloud 
computing 

8. Transfers 
abroad 

High Cloud applications 
may (without making 
this obvious) locate 
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data outside ‘safe’ 
jurisdictions 

 

Other relevant definitions 

This publication is not a treatise on the Act as a 
whole. It may, however, be useful to clarify a few 
other relevant definitions from the Act. 

Processing: This is defined very broadly, to 
include effectively any activity involving personal 
data. The Act defines processing as ‘obtaining, 
recording or holding’ the data, or ‘carrying out any 
operation [on it]’ including (but not limited to) 
‘organisation’, ‘alteration’, ‘retrieval’, 
‘consultation’, ‘use’, ‘disclosure’, ‘erasure’ and 
‘destruction’. It is hard to see how a cloud 
application could operate without ‘processing’ 
data within the terms of the Act. 

Personal data: Information in electronic form that 
relates in some way to a living individual who can 
be identified from the data (plus, if relevant, any 
other available information), falls clearly within 
the definition of personal data. Non-electronic data 
is obviously outside the scope of this publication. 

Data subject: The individual about whom 
personal data is held, wherever they are located. 

Sensitive personal data: Information about an 
individual’s racial or ethnic origin, political 
beliefs, religious beliefs, trade union membership, 
mental or physical health, sex life (including 
sexuality), offences, alleged offences and court 
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appearances. This information requires special 
treatment – and often consent for its use. In terms 
of cloud computing, the loss or compromise of 
sensitive personal data would be a very serious 
matter. 

Schedule 2 Conditions (at least one of which 
must be met) 

1. The data subject has given his consent to the 
processing. 

2. The processing is necessary –  

(a) for the performance of a contract to which 
the data subject is a party, or 

(b) for the taking of steps at the request of the 
data subject with a view to entering into a 
contract. 

3. The processing is necessary for compliance 
with any legal obligation to which the data 
controller is subject, other than an 
obligation imposed by contract. 

4. The processing is necessary in order to 
protect the vital interests of the data subject. 

5. The processing is necessary –   

(a)  for the administration of justice, 
(b) for the exercise of any functions conferred 

on any person by or under any enactment, 
(c) for the exercise of any functions of the 

Crown, a Minister of the Crown or a 
government department, or 
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(d)  for the exercise of any other functions of a 
public nature exercised in the public 
interest by any person. 

6. (1)  The processing is necessary for the 
purposes of legitimate interests pursued by 
the data controller or by the third party or 
parties to whom the data are disclosed, 
except where the processing is unwarranted 
in any particular case by reason of prejudice 
to the rights and freedoms or legitimate 
interests of the data subject. 

(2) The Secretary of State may by order specify 
particular circumstances in which this 
condition is, or is not, to be taken to be 
satisfied. 
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“This book provides a good introduction to a 
topical issue impacting many security and 

information risk professionals.  In the same way as 
robbers are attracted to banks because that is 

where the money is kept, hackers may be attracted 
to the cloud as that is where personal data is held.  

The use of real examples in the book makes a 
normally quite dry subject interesting.  It will be of 
interest to those providing cloud based services as 

well as to their client’s.” 
Chris Wright, Wright CandA Consulting 
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