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Introduction

With the proposed EU Data Protection Regulation 
expected to come into force next year, and 
the continued proliferation of data breaches, 
companies have no reason to be complacent about 
data protection.

In order to provide some critical insights into 
the state of data privacy and compliance in the 
United Kingdom, IT Governance has conducted 
a comprehensive analysis of Data Protection Act 
contraventions over the past 22 months (from 
January 2013 to October 2014). Our research has 
established that a total of 66 enforcement notices 
for Data Protection Act infringements were issued 
by the ICO (Information Commissioner’s Office) 
between January 2013 and October 2014. In total, 
£2,170,000 in monetary penalties was issued during 
this period.

Poor information security the single 
biggest reason for monetary penalties 

The research reveals that enforcement notices were 
issued by the ICO for both massive and extensively 
damaging cyber security breaches, as well as 
simpler but no less significant contraventions – such 
as faxes that were sent to the wrong recipients.  

A recurring theme was not applying well-known 
information security measures, such as when the 
protocol of asset disposal was ignored, contract 
terms with third-party providers were insufficient, 
encryption of devices was absent, or penetration 
testing was not conducted frequently.

1 in 10 second-hand hard drives sold 
online contain personal data, according 
to a YouGov survey carried out for the 
ICO.



IT Governance Ltd is the single-source provider of books, tools, training and 
consultancy for IT governance, risk management and compliance. It is a leading 
authority on data security and IT governance for business and the public sector. 
IT Governance is ‘non-geek’, approaching IT issues from a non-technology 
background and talking to management in its own language. Its customer base 
spans Europe, the Americas, the Middle East and Asia.  

More information is available at www.itgovernance.co.uk.

Information security management – a 
key element of privacy regulations 

The findings from our research also highlight the 
critical importance of people and processes in 
the information security triad. Although the third 
element of information security management, 
technology (e.g. firewalls, malware protection 
and secure configuration), is naturally an essential 
part of a comprehensive data protection regime, 
more often than not data breaches are caused by 
employee errors and a lack of common processes.

The international standard for information security, 
ISO/IEC 27001, encapsulates the information 
security elements of the majority of global privacy 
regulations, including the Data Protection Act, 
by providing a comprehensive framework for 
developing and implementing an auditable 
information security management system (ISMS). 

An ISMS is based on a business risk approach to 
establishing, implementing, monitoring, reviewing, 
maintaining and improving information security. It 
encompasses people, processes and IT systems, 
in recognition that information security is not 

just about anti-virus software, implementing the 
latest firewall, or locking down your laptops or 
web servers. The overall approach to information 
security should be strategic as well as operational, 
and different security initiatives should be 
prioritised, integrated and cross-referenced to 
ensure overall effectiveness. 

Our team is pleased to share the findings of 
our research with information security and data 
protection professionals. We trust that this 
information will be useful to you, not only to 
prompt action, but also to provide you with a point 
of reference as to which areas require most urgent 
attention. 

If you wish to discuss your information security 
and data protection concerns and requirements 
further, please get in touch with one of our account 
managers at IT Governance. 

The IT Governance team

T: +44 (0) 845 070 1750
E: servicecentre@itgovernance.co.uk

This report can be accessed online at www.itgovernance.co.uk/dpa-penalties.aspx
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1. Employee errors and negligence were the 
biggest reason for data breaches.

2. Loss or theft of physical data, such as a bag or 
mobile device, remains among the top risks to 
information security.

3. Cyber attacks are the most costly type of data 
breach in terms of monetary penalties.

4. Councils were responsible for 33% of all 
enforcement notices issued. 

5. The healthcare and justice sectors received the 
highest number of monetary penalties.

6. 94% of all breaches were due to poor 
information security.

Research findings at a glance

Many organisations still believe that having a firewall 
or anti-virus software is sufficient protection against a 
data breach, but research* has shown that almost 50% 
of the worst security breaches have been caused by 
inadvertent human error or the deliberate misuse of 
systems by staff.

*Information Security Breaches Survey 2013 - BIS
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What comes as no surprise is that the vast 
majority of breaches were due to employee 
errors in the handling and disclosure of data.  
32% of all incidents were due to personal or 
sensitive data being inappropriately disclosed 
or sent to the wrong recipient (21 breaches).  

24% of all incidents were due to data or a 
mobile device being lost (16 breaches).  

20% of all breaches were due to a cyber attack 
or the inadvertent disclosure of information 
online (13 incidents). 

The table below indicates the top reasons for 
staff-related breaches, listed by number of 
incidents.

Finding 1

Employee errors and negligence the biggest 
reason for data breaches.

Reason Number of Inci-
dents

Data sent in error/disclosed in error 21

Document/Mobile device lost 16

Online breach/Cyber attack 13

Document/Mobile device theft 7

Disposal of assets/data 5

Grand Total 66

In August 2013, the ICO found that 
an employee at the Bank of Scotland 
repeatedly faxed customers’ account 
details to the wrong recipients. The 
information included payslips, bank 
statements, account details and 
mortgage applications, along with 
customers’ names, addresses and 
contact details.  The ICO fined the 
bank £75,000.
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The number of incidents in which members of 
staff had misplaced a file, folder or a bag was 
high on the list of employee misdemeanours 
that resulted in data breaches. A common 
reason was that employees took work home 
– often due to an emergency – and, as a 
result, forgot to follow protocol. It was also 
clear that there was a general lack of effective 
encryption, staff awareness training, processes 
and procedures. These were exacerbated when 
negligence or forgetfulness came into the 
picture.

Finding 2

Loss or theft of physical data, such as a bag or 
mobile device, remains among the top risks to 
information security.

Type of breach Number of 
incidents

Inappropriate disclosure of sensitive data in error by an employee 12

Bag/file/papers went missing 11

Online data breach 7

Cyber attack 6

Mobile device theft 5

Data breach during disposal of assets/data 5

Mobile device went missing/was lost 5

Wrong recipient emailed 3

Wrong recipient faxed 3

Unlawful retention/processing of data 2

Sensitive information was sent to the wrong recipients 2

Theft of bag/file/papers 2

Continued failure to comply with the Act 1

Wrong recipient posted 1

Database transfer 1

Grand Total 66

An investigation by the ICO in 
April 2014 revealed that a social 
worker for Dudley Metropolitan 
Borough Council had left a case file 
containing sensitive personal data 
at a client’s home. The case file 
outlined child welfare concerns and 
disclosed the identity of the source. 
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The results show that monetary penalties were 
more severely enforced for online breaches and 
cyber attacks, costing companies an average 
of £52,308 per incident. By contrast, losing 
a device or file cost companies £35,000 on 
average.

Although the inappropriate disposal of assets 
accounted for only five incidents, the total 
value of monetary penalties was the most 
expensive: an average expense of £117,000 
per incident.

Finding 3

Cyber attacks are the most costly type of data 
breach in terms of monetary penalties.

Reason Penalty

Data sent in error/disclosed in error £340,000

Document/Mobile device lost £560,000

Online breach/Cyber attack £680,000

Document/Mobile device theft £5,000

Disposal of assets/Data £585,000

Grand total £2,170,000

In March 2014, the ICO fined the British Pregnancy Advisory Service £200,000 after a hacker 
threatened to publish thousands of names of people who sought advice on abortion, 
pregnancy and contraception.

In August 2014 it was reported that the Racing Post’s website was hacked, affecting 677 335 
subjects, including telephone number and date of birth, due to technical vulnerabilities in 
the website.
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Councils were the biggest culprits, receiving 
33% of all enforcement notices (22 data 
breaches), followed by organisations in the 
healthcare sector, which received 23% of 
notices (15 data breaches). The volume of 
breaches suffered by councils could be due to 
the fact that their activities are both more in the 
public eye and deal with personal and sensitive 
data more frequently than other organisations.  

Finding 4

Councils were responsible for 33% of all enforce-
ment notices issued. 

Industry Number of 
incidents

%

Advisory services 1 1.52%

Aid organisation 1 1.52%

Association 1 1.52%

Casino 1 1.52%

Central government 1 1.52%

Council 22 33.33%

Courts/Justice 3 4.55%

Digital/Technology 3 4.55%

Estate agents 1 1.52%

Financial services provider 3 4.55%

Government agency 1 1.52%

Healthcare 15 22.73%

Housing association 1 1.52%

Media/Marketing 2 3.03%

Ombudsman 1 1.52%

Police 5 7.58%

Recruitment agency 1 1.52%

Trade union 1 1.52%

Travel 1 1.52%

University 1 1.52%

Grand Total 66 100%

Another plausible reason could simply be due 
to poor cyber security hygiene and a lack of 
effective governance.  It seems the public is 
increasingly blaming councils for failing to 
ensure that the privacy of citizens is taken 
seriously.

Personal details of over 2,000 
residents of the Islington Borough 
Council were released online via 
the What Do They Know (WDTK) 
website. The Council was fined 
£70,000 in August 2013.
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Of course, not all infringements were treated 
equally by the ICO, and monetary penalties 
were often more severe for certain types 
of breaches. Those in the healthcare sector 
received the highest number of monetary 
penalties, with a total sum of £505,000 of 
penalties issued for 15 data breach incidents.  

Justice authorities in the UK and Northern 
Ireland were also hit with £505,000 in penalties 
– but this was for only three data breaches.  
This makes the average cost of a breach by 
those in the judiciary £168,333. Compared to 
the healthcare sector’s average of £33,666, 
a data breach cost the justice authorities five 
times more!

Finding 5

The healthcare and justice sectors received the 
highest monetary penalties.

Other noticeable monetary penalties include 
the digital/technology sector, which was on the 
receiving end of £250,000 in penalties for three 
data breaches – who can forget the much-
publicised incidents affecting Sony, Panasonic 
and Google in 2013?

Industry Number of 
incidents

Penalty

Advisory services 1 £200,000

Aid organisation 1 £0

Association 1 £0

Casino 1 £0

Central government 1 £0

Council 22 £380,000

Courts/Justice 3 £505,000

Digital/Technology 3 £250,000

Estate agents 1 £0

Financial services provider 3 £80,000

Government agency 1 £0

Healthcare 15 £505,000

Housing association 1 £0

Media/Marketing 2 £0

Ombudsman 1 £0

Police 5 £100,000

Recruitment agency 1 £0

Trade union 1 £0

Travel 1 £150,000

University 1 £0

Grand Total 66 £2,170,000

The ICO fined NHS Surrey £200,000 in 
July 2013 after the discovery of sensitive 
personal data belonging to thousands of 
patients on hard drives was sold on an 
online auction site.  

The Nursing and Midwifery Council 
lost three DVDs related to a nurse’s 
misconduct hearing, which contained 
confidential personal information and 
evidence from two vulnerable children. An 
ICO investigation found the information 
was not encrypted and fined the council 
£150,000 in February 2013.
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A staggering 94% of all notices issued in 
the last 22 months were attributed to non-
compliance with the seventh principle of the 
Data Protection Act: Data Security. The seventh 
principle states: 

“Appropriate technical and organisational 
measures shall be taken against unauthorised 
or unlawful processing of personal data and 
against accidental loss or destruction of, or 
damage to, personal data”. 

This clearly underscores a lack of due diligence 
in the field of information and cyber security.  
Data security was also, with the exception of 
three incidents, the sole reason for monetary 
penalties being issued. This works out to 
an average cost of £35,574 per data breach 
incident over the last 22 months due to poor 
data security.

Finding 6

94% of all breaches were due to poor 
information security.

Data protection principle Number of 
incidents

Penalty %

1 - Fairness/Lawfulness 1 £0 1.5%

1 - Fairness/Lawfulness, 3 - Proportionality and  
7 - Data security

1 £0 1.5%

1 - Fairness/Lawfulness and 3 -Proportionality 1 £0 1.5%

5 - Data retention 1 £0 1.5%

5 - Data retention and 7 - Data security 3 £285,000 4.5%

6 - Rights of individuals 1 £0 1.5%

7 - Data security 58 £1,885,000 88%

Totals 66 £2,170,000  100 %

Extracts from notices issued by the 
ICO:

…following investigation, it was 
established that the employee responsible 
had not received any formal data 
protection training.

… documents being placed in an open 
access folder rather than a secure one. 
This led to the failure to redact sensitive 
personal data.

…both laptop computers were 
unencrypted due to problems with the 
data controller’s encryption software. 

…there was no formal written guidance 
in place to detail how the data transfer 
process should have operated. 
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Our products and services

We offer an extensive range of products and services to help you meet your compliance 
requirements and give you peace of mind that your data is protected. 

More information on data protection is available at www.itgovernance.co.uk/data-protection.aspx.

More information on ISO27001 and information security and is available at 
www.itgovernance.co.uk/iso27001.aspx.

Alternatively, contact our customer support team on +44 (0)845 070 1750 or by email, at 
servicecentre@itgovernance.co.uk.

IT Governance has the expertise and track 
record to assist organisations in interpreting data 
privacy legislation and provide guidance on the 
Codes of Good Practice issued by the ICO.

Consultancy Services Training & Awareness Standards, Books & 
Toolkits

Software & Hardware  
Tools

Data Protection Health 
Check & Gap Analysis 

Data Protection 
Foundation Training 
Course

BS10012 – Data Protection 
Specification for a Personal 
Information Management 
System

vsRisk™ Information 
Security Risk Assessment 
Tool 

Business Case 
Development for PIMS

Data Protection In-House 
Courses and Workshops

ISO30300 Records 
Management 
Fundamentals and 
Vocabulary

Endpoint Encryption Tools 
(Cloud-Based Endpoint 
Encryption)

Risk Assessments 
and Privacy Impact 
Assessments

Data Protection Staff 
Awareness E-Learning 
Course

How to Survive a Data 
Breach

CESG-Approved USB 
Sticks  

Development of Policies 
and Procedures

Privacy Impact Assessment 
Workshop

Data Protection Act 1998 
Compliance Toolkit

Desktop and Laptop 
Privacy Filters

Management and Board 
Briefing 

Information Security 
In-House Courses and 
Workshops

DPA Compliance with 
BS10012 Documentation 
Toolkit

Penetration Testing 
Services

PIMS Implementation 
Audit

Information Security Staff 
Awareness E-Learning 
Course

Various Data Protection 
Books and Pocket Guides
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